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To enable the analyses of statistical data that cannot be
The Bureau of Labor Statistics’ (BLS) mission is to released as public-use microdata, Federal statistical
gather, produce, analyze, and disseminate informatioragencies have employed a variety of administrative
on economic statistics. The bulk of the economic dataprocedures to allow for researcheccess. Jabine
that BLS collects is from business establishments.(1993) called these ‘restrictedcess’ procedures since
Most BLS economic data are collected under a pledgehey restrict the conditions under which a researcher
of confidentiality. Since staff cannot conduct all can obtain ecess to these data, and he described a
necessary (and possible) analyses on the data that BLI&road cross-section of such procedures in a 1993
collects, the agency sometimes relies on otherpaper. One restricted access procedure that BLS has
researchers (non-BLS staff) to do such work. The riskused is its ASA/NSF/BLS Fellows Program. Since its
of re-identifying confidential data collected from inception in 1987, the Fellows Program has enabled
establishments limits theceess to these data (for over 25 researchers to temporarily relocate to the BLS
instance, publiccuse microdata files are rarely national office in Washington, D.C., and to conduct
released). BLS has developed a set of procedures teesearch and analyses on data that BLS collects.
enable access to confidential microdata on-site at itsThese analyses have been very useful. However, the
national office in Washington, D.C., for legitimate Fellows Program has limitations and cannot fund all
research purposes. This paper summarizes thatf the worthwhile research proposals. In July 1995,
process. A brief description of BLS's confidentiality BLS formally adopted a standardized set of procedures
policy is also included. to process requests from individuals who want to

conduct research using confidential BLS microdata.
1. Introduction

2. Confidentiality Policy
BLS disseminates data in a variety of ways. For
instance, macroeconomic data (such as tabular reportBefore describing relevant activities, it is important to
and time series data via the Internet) are used by driefly review BLS’ policy concerning confidential
wide variety of researchers and organizations. Whilemicrodata. The Bureau’s confidentiality policy is
BLS releases some public-use microdata files oncontained in Commissioner’s Order 3-@})nfidential
person§ it releases very few public-use microdata Nature of BLS RecordsSection 7(a) states that data
files on business establishments due to the risk of re-...collected or maintained by, or under the auspices
identifying respondents. While wide dissemination of of, BLS under a pledge of confidentiality shall be
public-use microdata sets on persons has yieldedreated in a manner that will assure that individually
substantial benefits to data users, agencies, and societgientifiable data will be used only for statistical
as a whole, similar returns have not been realized fronpurposes and will becaessible only to authorized
data collected from businesses and otherpersons” (BLS, 1993, p. 2).
organizations; in fact, data collected from these
The designation of “authorized persons” is defined in
Section 8 of Commissioner’'s Order 3-93. This
designation includes: individuals who need to use the
! BLS has three programs that distributed person-data as part of their duties as BLS employees or
based public-use microdata files -- the National contractors; State agency employees who are directly
Longitudinal Surveys of Youth, the Consumer involved in BLS/State cooperative programs;
Expenditure Survey, and the Current Population employees of another Federal agency who are working
Survey. on a joint program with BLS; and Federal employees




from other agencies who are serving as BLS agents iracknowledgment letter from the Commissioner stating
the conduct of BLS programs. Other individuals or that the request is being reviewed.

organizations may be grantedcass to confidential

BLS microdata only when authorized by the A written request should include a detailed plan

Commissioner for a statistical purpose that furthers thedescribing the research, as well as the general time

mission and functions of BLS. frame needed to conduct the research. Unless
researchers are already familiar with BLS data, they
3. Background should expect the application phase to take time in

order to clarify the proposal. In particular, it may be
In 1993, the BLS Quality Countilchartered a necessary to interact several times with BLS staff to
Microdata Access Review Team to “[d]evelop a set of understand precisely what variables are collected by
procedures to enhance access to confidential BLEBLS and then incorporate this information into the
microdata for legitimate statistical and research usegroposal.
that further the mission and functions of BLS”
(de Wolf, 1994). One of the Team’'s major Evaluating the proposed research: One major task of
recommendations was to establish a unit in its nationaBLS staff is to evaluate the research proposal. Once a
office in Washington, D.C., that would support formal request iseaceived, a program office has 30
projects by outside researchers using confidential BLSdays to evaluate the proposed research, prepare a
microdata. While a long-term goal of the Quality response to the request, and make a recommendation
Council is to establish a centralized facility or facilities to the Commissioner whether or not to accommodate
to accommodate researchers who are granted access tioe request. The evaluation considers:
confidential BLS microdata, the costs involved in
setting up such a research center (or centers) were the suitability of BLS data for the proposed
determined to be prohibitive. Another alternative was research;
needed and the Team was asked to develop such an an assessment of whether there is a conflict
alternative. between the proposed research and the original

pledge of confidentiality made to the respondents

Based on the resulting work of the Team, BLS adopted  when these data were collected:;
a set of standardized procedures to process requests whether the proposed research meets the criteria
from researchers for access to confidential microdata.  set forth in Commissioner’'s Order 3-93, i.e., that
All BLS program offices are required to follow these the research project furthers the mission and
procedures. Steps involved in the process can be functions of BLS and that confidential data are
divided into three phases: the application phase, the not being used for non-statistical purposes (which

“on-site” phase, and the review phase. is clearly prohibited by this Order); and
* the costs involved in accommodating the request -
4. Application Phase - especially the amount of staff time needed to
assist the researchers as well as the staff and
There are three parts to the application phase: computer resources required to prepare and

document the data files (some costs may be
Describing the proposed research: Each researcher recovered from the researcher).

must submit a written request that adequately
describes the proposed research project. All use obepending on the nature of the proposed research,
confidential BLS microdata must occur on-site at there may be several exchanges of letters and/or phone
BLS’s national office in Washington, D.C. calls between the researcher’s initial request and BLS’
final decision. As noted earlier, a researcher may not
A request can be sent to a BLS program office or toclearly understand the limitations of the BLS data and
the Commissioner. Each request is entered into BLS'snay modify the proposal based on information
Controlled Correspondence System. Once a request igrovided by BLS staff. Another reason to modify a
entered, the researcher will eceive an request would be that a researcher could not afford to
pay BLS for recoverable costs involved in preparing a
data file to accommodate the initial proposal.

2 The Quality Council’s mission is to develop and
guide the BLS management effort.



A recommendation to deny the proposed research must accessing confidential data only at the BLS

clearly state the rationale for the denial. The national office in Washington, D.C.;

Commissioner reviews the BLS staff evaluation ands not removing tapes, CD-ROMs, diskettes, etc.,

makes the final decision on whether to accommodate containing confidential information from BLS;

or deny a request. * not linking the confidential data with individually
identifiable records from any BLS or non-BLS

Completing institutional agreements: If a research data set (unless such a linkage has been

proposal is approved, two documents must be  approved);

completed before the researcher will be allowed on-«  not using the confidential information for the

site. purpose of identifying respondents in any way;
« following strict computer security procedures (for
1. A Letter or Agreement (LOA) must be signed example, researchers can have access to only
between a “high-level official” at the researcher’s those data elements needed to complete their
organization and the BLS' Commissioner. A projects, cannot have access to the Internet while
“high-level official” is defined as someone who at BLS, and may be required to follow Specia|
has the authority to “bind” the researcher’s procedures if their research involves the use of
organization, such as a Vice PresidentpvBst, large data sets); and

Center Director, or an official in a similar . peing required to sit in a “secure area” while at
position. (Note that the signature of the Chair of BLS.

a university department is not accepted.) The

LOA  contains provisions concerning the These precautions may seem strict to researchers who

confidentiality and security of BLS data. The gare ysed to having flexibility in how they do their

researcher and his/her employer must agree tGunalytic research, when they do it, and where it is

abide by the terms of the LOA. done. For instance, many professors work at home

and are quite used to carrying diskettes of data back

2. Each researcher who is granted access tqynd forth from the office to home. This is not allowed

confidential BLS microdata must sign a “BLS \yhen they do research at BLS. Individuals who want

Non-disclosure Affidavit” acknowledging that o conduct research at BLS need to be aware of these
he/she has read, and understands, the BLSjmitations.

confidentiality policy as stated in Commissioner’s
Order 3-93. 6. Review of Final Products

Once a proposal is accepted by BLS, there could b&esearchers must present their final written reports to
other delays caused by the researcher’s organizationg|.s for a confidentiality review. This consists of

Getting approval from BLS to come on-site to conduct reviewing the analyses for breaches of confidentiality
research is only half the battle, so to speak. Remembegng it does not entail review of conclusions or

that the official agreement is between the researcher'singdings.
institution and BLS’ Commissioner. (For example,

one organization would not agree to sign the LOA for |t js difficult to generalize exactly the steps taken in a
one of its post-doctoral fellows and put a halt to the configentiality review since each BLS program has its
process. In another instance, a university had its legahyn set of rules and procedures regarding statistical
office review the LOA and this took additional time.)  methods used to limit disclosure. As a first step such a
review would include the rules already used to limit
5. Working On-site at BLS’ National Office disclosure.  Additionally, the LOA requires the

o , . _ researcher to:
Maintaining the confidentiality of the data that it

collects is of paramount importance to BLS. Program.  ayoid direct or indirect disclosure of respondents
offices are required to take stringent security o the confidential data they have reported (it
precautions. Researchers must be diligent and follow  \otes that particular attention should be paid to

these required procedures. Several of the possible (5ples containing cells with a small number of
precautions are listed in the LOA and include: respondents);



* not disseminate or share any aggregate or
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This could be called dcentralized, acentalized”
approach. It is centralized because all program offices
must follow the same procedures when handling each
request. It is decentalized because the program office
responsible for the microdata reviews the application
and makes the assessment about the suitability of the
proposed research. Obviously, a centralized unit
would make some aspects of this process easier; for
example, security precautions would no longer be a
concern of the program office.



