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Abstract

We propose a Bayesian pseudo posterior mechanism to generate record-level synthetic
datasets equipped with a differential privacy (DP) guarantee from any proposed synthesis
model. The pseudo posterior mechanism employs a data record-indexed, risk-based weight
vector with weights € [0, 1] to surgically downweight high-risk records for the generation
and release of record-level synthetic data. The differentially private pseudo posterior syn-
thesizer constructs weights using Lipschitz bounds for a log-pseudo likelihood utility for
each data record, which provides a practical, general formulation for using weights based on
record-level sensitivities that we show achieves dramatic improvements in the DP expendi-
ture as compared to the unweighted posterior mechanism. By selecting weights to remove
likelihood contributions with non-finite log-likelihood values, we achieve a local privacy
guarantee at every sample size. We compute a local sensitivity specific to our Consumer
Expenditure Surveys dataset for family income, published by the U.S. Bureau of Labor
Statistics, and reveal mild conditions that guarantee its contraction to a global sensitivity
result over the space of databases. We further employ a censoring mechanism to lock-in a
local result with desirable risk and utility performances to achieve a global privacy result
as an alternative to relying on asymptotics. We show that utility is better preserved for our
pseudo posterior mechanism as compared to the exponential mechanism (EM) estimated
on the same non-private synthesizer due to the use of targeted downweighting. Our results
may be applied to any synthesizing model envisioned by the data disseminator in a com-
putationally tractable way that only involves estimation of a pseudo posterior distribution
for parameter(s) 6, unlike recent approaches that use naturally-bounded utility functions
under application of the EM.

Keywords: Differential privacy, Pseudo posterior, Pseudo posterior mechanism, Syn-
thetic data
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1. Introduction

Privacy protection is an important research topic, which attracts attention from government
statistical agencies and private companies alike. A popular approach focuses on encoding
privacy protection to a summary statistic composed from record-level data, through the
addition of noise proportional to the “sensitivity”, €, of the statistic, defined as the supre-
mum of the change in value of the statistic from the inclusion or exclusion of a single
data record over the space of databases. Dwork et al. (2006) construct a mechanism that
employs a Laplace-distributed perturbation of a target statistic. The mechanism, which
produces the resultant statistic, achieves a privacy guarantee under the differential privacy
(DP) framework. The guarantee is represented by a budget, some of which is expended
for each query a user makes through the mechanism to the underlying, closely-held (by the
statistical agency) database.

A related approach to privacy protection is the release of a synthetic record-level database.
This approach replaces the closely-held (by the statistical agency) database with a synthet-
ically generated record-level database. The synthetic database is released to the public who
would use it to conduct any analyses of which they would conceive for the real, confiden-
tial record-level data. As a result of releasing a synthetic database encoded with privacy
protection, the synthetic data approach replaces multiple queries performed on a summary
statistic with the publication of the synthetic database, such that the synthetic data ap-
proach is independent of the specific queries performed by users or putative intruders.

Dimitrakakis et al. (2017) demonstrate theoretical results for the Bayesian posterior dis-
tribution, which may be employed as a mechanism for synthetic data generation; specifically,
if the log-likelihood is Lipschitz continuous with bound A, then the posterior mechanism
achieves an € = 2A—DP guarantee for each posterior draw of 6, the model parameter(s);
however, Dimitrakakis et al. (2017) acknowledge that computing a finite A, in practice, un-
der the use of the log-likelihood is particularly difficult for an unbounded parameter space.
They specify relatively simple Bayesian probability models where the Lipschitz bound is
analytically available. Even in this simple model setting Dimitrakakis et al. (2017) re-
quire truncation of the support of the prior distribution to achieve a finite A. Relatively
simply-constructed differentially private Bayesian synthesizers are similarly proposed by
Machanavajjhala et al. (2008); Abowd and Vilhuber (2008); McClure and Reiter (2012);
Bowen and Liu (2016). The utility performance to preserve the real data distribution in the
published synthetic data of these simple posterior mechanisms under a truncated prior sup-
port may be severely compromised by truncation and over-smoothing (induced by simple,
parametric prior distributions).

A common approach for generating parameter draws for 6 is the exponential mechanism
(EM) of McSherry and Talwar (2007), which inputs a non-private mechanism for 6 and
generates 0 in such a way that induces a DP guarantee on the overall mechanism.

Definition 1 The exponential mechanism releases values of 6 from a distribution propor-

tional to,
o (93 (1)

where u(x,0) is a utility function, Ay = SUPycxn SUPxy.5(xy)=1 SUPpeco [u(X,0) —u(y,0)]
is the sensitivity, defined globally over x = (x1,...,x,) € X", the o—algebra of datasets,
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x, governed by product measure, Py,; 0(x,y) = #{i : x; # y;} is the Hamming distance
between x,y € X™. Fach draw of 0 from the exponential mechanism satisfies e—DP, where
€ 15 a budget target supplied by the publishing statistical agency.

The EM inputs a global utility function and its sensitivity constructed as the supremum
of the utility over the space of data, A", and, simultaneously, the parameter space, ©.
Wasserman and Zhou (2010) and Snoke and Slavkovic (2018) construct utility functions
based on the real and synthetic datasets (e.g., the Kolmogorov-Smirnov distance between
the empirical distributions of the real and synthetic datasets) that are naturally bounded
over all x € X", resolving the challenge of using the potentially unbounded log-likelihood
as the utility function. Although the use of a naturally bounded utility resolves the issue of
truncating the data and parameter spaces, there is a large, and perhaps intractable, compu-
tational cost to the use of these naturally bounded utilities to draw samples of 8 from the
distribution constructed from the EM; for example, Snoke and Slavkovic (2018) must com-
pute their pM SE utility statistic multiple times for each proposed value, §; (I =1,--- , L),
under a Metropolis-Hastings algorithm used to draw samples under the EM. Furthermore,
Snoke and Slavkovic (2018) assume the existence of some synthesizing distribution, g(é),
from which to draw synthetic data, needed to compute their pMSE. In practice, g will
be defined as the posterior predictive distribution, g(X | x, él), which means the posterior
distribution must be repeatedly estimated for each draw from of 6 from the EM.

This paper focuses on formalizing and extending the pseudo posterior synthesizer in Hu
and Savitsky (2019) as an alternative mechanism (to the EM) as a practical means of achiev-
ing a global Lipschitz without parameter truncation under richly-parameterized probability
models, in a fashion that produces synthetic data that well-preserves the properties of the
closely-held, real dataset distribution. Hu and Savitsky (2019) design a record-indexed
weight «; € [0, 1], which is inversely proportional to their construction for the identification
risk probability of record, i; a data record that expresses a relatively high probability of
identification disclosure will receive a likelihood weight, «;, that is closer to 0, while a data
record with a low disclosure probability will receive a likelihood weight, o, that is closer to
1. The vector weights a = (a1, - -+ , v, ) are subsequently applied to the likelihood function
of all n records to form the pseudo posterior,

(0] x,7) [Hpme ]gwrw, (2)

where 6 denotes the model parameters, v denotes the model hyperparameters and £(-)
denotes the prior distribution. This construction employs a data record-indexed, risk-based
weight vector with weights € [0, 1] to surgically downweight high-risk records in estimation
of a pseudo posterior distribution for 6, subsequently used to generate and release a synthetic
record-level database. The authors show that this selective downweighting of records reduces
the average of by-record risks as compared to an unweighted synthesis, while inducing only
a minor reduction in utility. Hu and Savitsky (2019) base their risk measure on a calculated
probability of identification for a record. They cast a radius around the true data value
for each record and count the number of record values that lie outside of the radius, which
directly measures the extent that the target record is isolated and, therefore, easier for an
intruder to discover by random guessing. While their risk measure appeals to intuition, it
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is based on an assumption about the behavior of a putative intruder. By contrast, the DP
framework makes no explicit assumptions about the behavior or knowledge of an intruder.

In this work, we utilize the pseudo posterior synthesizer to formulate a private mech-
anism under the use of the log-pseudo likelihood to construct a global Lipschitz bound,
which extends Dimitrakakis et al. (2017) and provides a practical, general approach that we
show in the sequel achieves dramatic improvements in the DP guarantee as compared to the
unweighted, non-private (posterior) synthesizer. We demonstrate that our pseudo posterior
mechanism produces a finite global Lipschitz at every n that, in turn, provides a global
DP guarantee. We compute a local sensitivity specific to our application to a Consumer
Expenditure Surveys (CE) sample and reveal conditions that guarantee its contraction to
a global Lipschitz, A, over all x € X" (across all potential datasets) as n increases. An
alternative non-asymptotic censoring formulation is developed that allows the “locking in”
of a local result on a specific dataset to provide a formal DP guarantee over the space of
datasets. Our results may be applied to any synthesizing mechanism envisioned by the data
disseminator in a computationally tractable way that only involves a routine estimation of
a pseudo posterior distribution for 6.

The remainder of the paper is organized as follows: Section 2 generalizes an unweighted
Lipschitz assumption to a weighted Lipschitz assumption that guarantees a DP privacy
result for our proposed pseudo posterior mechanism and we demonstrate how our pseudo
posterior mechanism can be used to make a global DP guarantee. We present an asymp-
totic result on the contraction of a local Lipschitz to a global Lipschitz. In Section 3, we
describe the computation details to produce a matrix of (absolute values for) log-likelihoods
estimated for the n records and S parameter draws taken from the unweighted posterior
mechanism and their subsequent use to formulate a vector of record-indexed weights, a.
We then discuss the procedure to use the a to estimate the pseudo posterior distribution
and computation of the local Lipchitz bound for the pseudo posterior mechanism. This sec-
tion additionally enumerates the connection between the scalar-weighted pseudo posterior
mechanism and the EM. Section 4 formulates a non-asymptotic result that censors the log-
pseudo likelihood at a threshold chosen based on a local Lipschitz bound for an observed
database to lock-in that local bound as a global bound. This section presents a simula-
tion of our non-asymptotic censoring approach under different values. Section 5 focuses
on our application to synthesizing the family income in the CE sample, and presents the
risk and utility profiles of differentially private synthetic data generated under the proposed
pseudo posterior mechanism, compared to other competing methods. We conclude with a
discussion in Section 6.

2. Differential Privacy for the Pseudo Posterior

In this section, we generalize the connection between achieving a global Lipschitz bound and
a DP guarantee from the unweighted posterior distribution of Dimitrakakis et al. (2017), on
the one hand, to the risk-weighted, pseudo posterior distribution, which defines our privacy
mechanism, on the other hand. We further re-purpose a result from Wasserman and Zhou
(2010) to extend a DP guarantee to the pseudo posterior predictive mechanism for gener-
ating synthetic data that is based on integrating with respect to the privately guaranteed
pseudo posterior distribution mechanism (used to generate the model parameters). After
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having shown that achievement of a global Lipschitz guarantees a DP result for a pseudo
posterior mechanism, we discuss constructing by-record weights used in our pseudo poste-
rior mechanism that are designed to be inversely proportional to the log-likelihood utilities
computed over the parameter space. We demonstrate that our procedure for generating by-
record weights guarantees a global Lipschitz bound over the space of databases and, hence,
a global DP guarantee. Our result is non-asymptotic in that it applies to all sample sizes,
n, but we do not know the global Lipschitz, A. As a result, our computation of a Lipschitz
bound, Ay, is a local result (based on an observed dataset and sampled parameter space).
We formally discuss the asymptotic behavior of the local Lipschitz bound as n increases,
demonstrating its contraction on a global Lipschitz bound.

2.1 Preliminaries

We begin by constructing the probability space, (0, 8g), equipped with prior distribution,
£(0). Observe a database sequence, x = (x1,...,2,) € X™ under x1,...,2, nd Py,, for
some 0y € O, we formulate the pseudo likelihood,

p§ (%) = [ o, (@), (3)
i=1

for each # € ©. The pseudo likelihood exponentiates likelihood contributions by a(x) =
(1(x),...,an(x)), where ;(x) € [0, 1] denote weights that are constructed to be inversely
proportional to the local identification risk for each observed dataset record, and are used to
selectively downweight the likelihood contributions for records that express relatively high
identification disclosure risks. Under the DP paradigm for estimating risk, we formulate
the a—weighted log-pseudo likelihood,

n

f5(x) = ai(x)log pe(:) (4)

i=1
that we use to estimate the pseudo posterior mechanism. The vector of weights, «, is
constructed to be inversely proportional to the local Lipschitz bound, supycg|fo(x) — fo(y)]
for an observed x (where f = logpy) estimated from the unweighted posterior mechanism.
Once we have computed the o using the unweighted posterior mechanism and formed fg*(x),
we evaluate the local Lipschitz bound for each (x,y) € X™ as, supyco|fi(x) — f§'(y)| for
all y € X™". We demonstrate in the sequel that we achieve a dramatic reduction in the local
bound for the pseudo posterior mechanism than the unweighted posterior mechanism.

We account for the dependence of «; on x, which generalizes Bhattacharya et al. (2019),
in assessing the frequentist properties of our Bayesian estimator since under frequentist
consistency, the x are random with respect to Py (for fixed ), so taking probabilities and
expectations with respect to Py requires us to address the dependence of o; on x to construct
the contraction rate for correctness and thoroughness. We drop the notation denoting the
explicit dependence of a;(x) for most of the paper and just use «; for readability when the
context is clear.

Given the prior and pseudo likelihood, we construct the pseudo posterior distribution,

_ feeBpé‘(x)ds(H) _ fgeB e a0 dE(6)
9%(x) Joco €@ dE(0)

§(B | x) ()



SAVITSKY, WILLIAMS, HU

where ¢™(x f pco Do (x)d§ () normalizes the pseudo posterior distribution and ry, o (6, 0%) =
Yo a;log {png xi)/pe, (a:,)}, which is a generalization of the definition from Bhattacharya
et al. (2019) to incorporate risk-adjusted weights, (a;)i=1.... n

Since our pseudo posterior formulation induces misspecification, we allow the true gen-
erating parameters, 6y, to lie outside the parameter space, ©. We will show in the sequel
that our model contracts on 6* € © in Py, —probability, where 6 is the point that minimizes
the Kullback-Liebler (KL) divergence from Py, ; that is,

0" := argmin D (py, ps, ) , (©)
0O

where D(p,q) = [ plog(p/q)du for dominating measure, p.
Our asymptotic result on the contraction in Fp,—probability relies on bounding the
a—Rényi divergence measure,

eoa (6,0%) ZDQO,M (9,6%) —Z

1 108 {4000, (6,67)} (7)

@
where Agy o, (0,0%) = f <§§:> Pa,,idp; under dominating measure p; is defined as the

—affinity for observation, x;, such that A(SZ?Q (0,0%) =TI, Aby.a,i (6,6%), the a—affinity
for the product measure space.
The Hamming distance between databases that we use to estimate the local Lipschitz
bound, Ay, is defined based on the number of data records excluded from a database, x.

Definition 2 (Hamming distance) Given databases x = (1, ,xp) andy = (Y1, ,Yn)s
let 5(x,y) denote the Hamming distance between x and y:

6(x,y) =#{i: 2 # yi} (8)

2.2 Main Results

Our task is to specify assumptions that guarantee our pseudo posterior mechanism achieves
an e—expenditure under the DP framework. We present a collection of related results in
this section with all of the associated proofs in Appendix A.

2.2.1 ASSUMING A GLOBAL LIPSCHITZ BOUND

In this section and corresponding sections in Appendix A, we use the explicit notation
a(x). We begin by extending the definition of DP from Dimitrakakis et al. (2017) to our
a—weighted pseudo posterior mechanism.

Definition 3 (Differential Privacy)

sup sup ~—————= ,
xyexXn:s(x,y)=1Befo £V (B | y)
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which limits the change in the pseudo posterior distribution over all sets, B € fgo (i.e. feo
is the o—algebra of measurable sets on 0), from the inclusion of a single record. Although
the pseudo posterior distribution mass assigned to B depends on x, the € expenditure is
defined as the supremum over all x € A™ and for ally € A" : §(x,y) = 1.

Our main assumption extends Dimitrakakis et al. (2017) to bound the log-pseudo like-
lihood ratio, uniformly, for all databases, y € X™ that are at a Hamming—1 distance (i.e.
d(x,y) =1) over all x € A" and 0 € ©. The uniform bound defines a maximum sensitivity
in the log-pseudo likelihood from the inclusion of a record (at a Hamming—1 distance from
each database in the space of databases). Our intuition that the magnitude of this sensi-
tivity for the log-pseudo likelihood ratio is directly tied to the resulting sensitivity of the
pseudo posterior, €, that determines the DP expenditure is confirmed in two results below.

Assumption 1 (Lipschitz continuity)
Fiz a 0 € © and define a vector-valued mapping a*(-): X™ — [0,1]" and construct the
Lipschitz function of 0 over the space of databases,

(o) 2 b {w: 700 - V)| <y e X s y) =1}

Assumption 1 restricts © such that the Lipschitz function of 6 is uniformly bounded from
above,

19(0) < Ag+; 0€0; a(z) <a(z),Vze X"

where the last inequality is elementwise bounding of all potential mappings a(z): «;(z) <
a(z) for each coordinate i = 1,...,n. We note that the subscripting of A with a* is a
notational device that denotes the (scalar) Lipschitz bound computed using the log-pseudo
likelihood, fea ") (x) as contrasted with A computed using the unweighted posterior mech-
anism. We further note that the assumption from Dimitrakakis et al. (2017) is equivalent
to using a® = 1 and therefore £*(0) < Ay < A.

Our next result connects the Lipschitz bound, A, for the log-pseudo likelihood to the
supremum over x € X" and for each x, those y € X" : §(x,y) = 1 of the KL divergence
between the posterior densities (given x versus y) from the inclusion of a database record.

Theorem 4 Vx,y € X" :d(x,y) =1 and a(-) with Ay > 0 satisfying Assumption 1,

sup  Dp [(€°0(- | %) | €20 | )| <244, ()
X,yeX™:8(x,y)=1

where D1, (P || Q)) an In deP

Our next result directly connects the Lipschitz bound, A, for the log-pseudo likelihood
of Assumption 1 to resulting DP expenditure, ¢ = 2A,, for each draw of 8 from the pseudo
posterior distribution.

Theorem 5 Vx,y € X" : §(x,y) = 1,B € o (where Po is the o—algebra of measurable
sets on ©) under a-) with Ay > 0 satisfying Assumption 1:

()
sup sup §444££ilgl

< eXp(QAa)v (10)
Bepeo x,yeX™:5(x,y) 1§a ( ‘ )

i.e. the pseudo posterior £*?)(- | z) is 2Aq—DP.



SAVITSKY, WILLIAMS, HU

Our next result extends our DP guarantee from posterior draws of 8 for models that sat-
isfy Assumption 1 to draws of synthetic data, { = ((1,. .., (n), constructed from the model
posterior predictive distribution, which is the focus of our pseudo posterior mechanism.

Lemma 6 Define P*¥)(¢ € C | x) = [P({ € C | 0,x)d¢*™ (0 | x) as the pseudo
posterior predictive probability mass for ¢ in set C € A™ (the o—algebra of sets for X™),
constructed from our pseudo posterior model for 6 that satisfies DP with expenditure, €. Let
¢ =(C1,...,Cu) be M independent draws from P*™) (¢ € C'| x). This defines a mechanism
for ¢ that satisfies DP with expenditure € for any M < n.

2.2.2 ACHIEVING A GLOBAL LIPSCHITZ BOUND viA WEIGHTING

The above results, together, convey that if the pseudo log-likelihood, fg* (x), is Lipschitz Aq,
our pseudo posterior mechanism provides a 2A,—DP expenditure for each draw of a syn-
thetic database. To satisfy Assumption 1 for any likelihood, the procedure for implementing
our pseudo posterior mechanism sets weights, (c;)i=1,...n, to be inversely proportional to the
supremum of the likelihood values computed from the non-differentially private, unweighted
mechanism over # € © for each x1,...,x, for all possible observed x € X". Evaluating
the ratio, g Zg;g for all databases, y : §(x,y) = 1 for our observed x, we divide the full data
likelihood by a leave-one-out likelihood for each i € (1,...,n), such that the ratio simplifies
to the individual likelihood values, pg‘i (z;). Therefore, achieving the Ay bound for the
log-pseudo likelihood ratios reduces to bounding the log-pseudo likelihood values for the
individual data component contributions. Our weighting scheme is constructed such that
for any log-likelihood contribution that is non-finite (violating Assumption 1), the associ-
ated weight is set to 0, which removes the log-likelihood contribution for these records from
our pseudo posterior mechanism. We formalize the weighting scheme that characterizes our
pseudo posterior mechanism in the assumption, below.

Assumption 2 (Risk-based Weighting for Pseudo Posterior Mechanism)
Fiz an n. Let m(-) be a monotonically decreasing scalar function m : [0,00) — [0, 1] such
that m(0) = 1, and m(oo) = 0. For every x € X™ choose a mapping o(-) such that

o = (suplfa (1) (11)

0cO

where fg (x;) is computed from the unweighted, non-differentially private synthesizer. Under
this procedure for selecting risk-based weights, o, i = 1,...,n, if fo(z;) is non-finite for
any x; and value of 0 € ©, «; is set to m(oco) = 0, which removes the contribution of
database record, i, from the pseudo likelihood of Equation (3) used to formulate the pseudo
posterior mechanism of Equation (5).

The mapping m(:) in Assumption 2 includes threshold (m(z) = 1i...«}) as well as
smooth functions (m(z) = (z+ 1)~!), providing the us flexibility for how to implement the
weighting in practice. Since we remove the likelihood contributions for all database records
with non-finite log-likelihoods by setting their associated weights in our pseudo posterior
mechanism to m(co) = 0, our mechanism is guaranteed to satisfy Assumption 1 and thus be
globally differentially private (i.e. a finite global budget € exists). This is a non-asymptotic
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result at every n; however we want to estimate the global A, (and, therefore, €), rather
than simply knowing it exists.

To the extent that a given local database, x/, contains relatively many records, ¢, such
that Equation (11) is non-finite, more of the likelihood contributions for those records will
be removed from the computation of the pseudo posterior in Equation (5), with the result
that prior smoothing will induce more distortion in the resulting synthetic data. This
greater degree of smoothing will, in turn, reduce the utility of the synthetic dataset and
also increase the privacy protection, so the local A oux’ will be relatively small. By contrast,
to the extent a local database, x , contains few-to-no non-finite likelihood log-likelihood
values, the resulting local Lipschitz bound, A x> will be larger since the risk and utility
would be relatively higher such that the local A ox’" would be closer to the global Ag.

The following result allows us to simplify our estimation of A, by using the leave-one-out
method to estimate an alternative bound A, < AL,.

Lemma 7 Vx,y € X" :4(x,y) =1 and a(-) with Aq > 0 satisfying Assumption 1, denote
the leave-one-out vector x_; = {x1,...,%i—1,Tit1,...Tn} and construct the corresponding
function of 6 over the space of databases,

Ba0) 2 inf {w: | 00 - 7 x)
= inf{w: fg(xi)(xi)

§w,Vx6X”,z’61,...,n}

<w,Vzx; € x} . (12)
Then

Aq = sgp{ﬁ“w)} < sgp{ﬁﬁ‘)o(@)} = Ay

Since we bound the supremum of £%(#) from Assumption 1 from above by the supremum of
(3 (0), we may thus simplify our search for a bound for A, to the leave-one-out neighbor-

hood and look at the magnitude of ‘ fea (wi)(mi) rather than search across the Hamming-1

neighborhood and compare the magnitude of ‘ fea () (x) — fea (y)(y) .

2.2.3 AsyMPTOTIC CONVERGENCE OF LocAL LiPSCHITZ TO GLOBAL LIPSCHITZ

Although our DP result is non-asymptotic for every n, we do not know the global A,. We
employ asymptotics to identify the global Lipschitz bound, A,. We develop a contraction
result for any ae—weighted pseudo distribution to demonstrate under a set of conditions that
convergence of the pseudo posterior distribution leads to asymptotic convergence of the local
Lipschitz bound, Aq x, to the global bound, Ay in Py, —probability for n sufficiently large;
in particular, the posterior probability of the aa—Rényi distance between 6§ € © and the
point 6* limits to 0 at a rate that is a function of n for any weighting scheme, a(x), where
the construction of @ depends on the observed data, x, as does ours. We require the
following two conditions to achieve contraction of the local Aq x to the global Ag:
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Assumption 3 (Prior mass covering truth) We construct a KL neighborhood of 6* with
radius, n,with,

By, (6%,m;60) = {9 €0O: Z/peo,i log (po: /pe,) dpi < np®,
=1

> / Poy.i 10g® (po: /pe,) dpi < nn? } (13)
=1

Restrict the prior, £, to place positive probability on this KL neighborhood,
§ (B (67,m;60)) = ™. (14)

Assumption 4 (Control size of o) Let A, = {z oy <17iel,... ,n} and nag = |Ay|,
where | A, | denotes the number of elements in A,,. Let Qy, := {2 Doy = al® > 1756€1,... ,n}

for some constant ™ and ng = |Qnl.
limsup |A,| = limsupnyg = O (n%) , with Pg,—probability 1
n n

_1
lim sup(1 — a(”)) =0 <nQ2> , with Py,—probability 1,

n

such that for constants C1,Cs > 0 and n sufficiently large,

sup |A4,| < Cin?
n

[N

sup(1 — o) < C’37‘nnc_2

n

These two assumptions are required for consistency of our a—pseudo posterior mechanism
at 6*. The first assumption requires the prior to place some mass on a KL ball near 6*
as defined in Equation (6). The second assumption outlines a dyadic subgrouping of data
records, where A,, contains those records whose likelihood contributions are downweighted
to lessen the estimated identification disclosure risk (and improve privacy) for those records
in the resulting synthetic data. The second subset of records, (),,, contains those records
that are minimally downweighted due to nearly zero values for identification disclosure risks.
Since oy; < 1, Vi € (1,...,n), the constant value, o™, for all units in Q,, approaches 1 from
the left. We show that the consistency result to 8* for the synthesizer is dominated by the
likelihood weighting for records in the downweighted set, A,. Assumption 4 restricts the
number of downweighted records (where a; < 17) to grow at a slower rate than the sample
size, n, such that the downweighting becomes relatively more sparse.

Theorem 8 (Contraction of the a—pseudo posterior distribution).

Let o = (a1 € (0,1),...,ap € (0,1)). Define cuy, = maxa; € (0,1) and o = miln a; €
1€EAR 1€EAR

(0,1). Let DY) (6,0%) = Yica, Doy and DS (0,6°) = Y,y Doy Let 0% be as

10
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defined in Equation (6). Assume that T, satisfies nt2 > 2 and suppose Assumptions 3 and

4 hold. Let C} = \/2+C’12 —i—C’g > /2. Then for any D > 2 and t > 0,
o l o (na) * )y Q) * 2 —tn7?2
§ (|1 —am) Dy, (0,67) + (1 = at™)Dy 52 (6,07)| > (D + 3t)ralx ) <e , (15)
hold with Py,—probability at least 1 — [(af + 2)(C7)? /a2, x 2/ {(D +t — 1)*n72}].

Since (1—a(™) = O(nél/z), while ny = O(n'/?), the first term dominates with increasing n,
so that the (1—a,,) ! is the dominating penalty on the 7,, contraction rate of the ac—pseudo
posterior onto #*. Even though the downweighting becomes relatively more sparse due to
Assumption 4, it is the maximum value of a; for ¢ € A, on the set of downweighted
records that penalizes the rate. We observe that the rate of contraction is injured by factor,
(1 — )t Since o; < 17, Vi € A,, our result generalizes Bhattacharya et al. (2019) to
allow a tempering of a portion of the posterior distribution and there is a penalty to be
paid in terms of contraction rate for the tempering. Since we induce the misspecification
through the weights, «, the distance of the point of contraction, * from the true generating
parameters, 0y, and the contraction rate on this point are both impacted by the induced
misspecification. The requirement for increasing sparsity in the number of downweighted
record likelihood contributions, however, ensures that 0* will be relatively close to 6y that
produces a high utility for our (pseudo posterior) estimator.

Asymptotically, then, the space # € © collapses onto 6* for n sufficiently large and
the space of databases, x € X™ becomes x ~ Py«, where the synthesized x derives from a
“corrupted” or misspecified data generating process designed to encode privacy protection.
Since the contraction of the pseudo posterior distribution induces the collapsing of the
parameter space to a point and the space of databases to a single distribution (conditioned
on 6*) for large n, this result guarantees that the local Lipschitz bound, Aq x contracts
on to the global bound A4 for n sufficiently large. Assumption 2 ensures a formal privacy
guarantee since A, < oo and the asymptotic result provides assumptions under which Aq «,
computed on the observed database, contracts on the global A, over the space of databases
to reveal the associated e.

3. Computing a Local Lipschitz Bound

In this section, we describe the implementation details to compute the pseudo likelihood
weights, a = (a, ..., ) for a local database, x, from the unweighted synthesizer and the
subsequent computation of the Lipschitz bound, Ag x, for the pseudo posterior mechanism.
In Section 3.1, we lay out the connection between the scalar-weighted pseudo posterior
mechanism and the EM, with a discussion of the implications on the data utility of differ-
entially private synthetic data generated under the two mechanisms.

1. Compute weights «

(a) Let |fp, | denote the absolute value of the log-likelihood computed from the
unweighted pseudo posterior synthesizer for database record, i € (1,...,n) and
MCMC draw, s € (1,...,5) of 6.

11
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(b) Compute the S x n matrix of by-record (absolute value of) log-likelihoods, L =

{10, }zzln s=1,...,8"

(c) Compute the maximum over each S x 1 column of L to produce the n x 1
(database record-indexed) vector, f = (fi1,..., fn). We use a linear transforma-
tion of each f; to f; € [0,1] where values of fi closer to 1 indicates relatively
higher identification disclosure risk: f; = %

(d) We formulate by-record weights, o = (a1, -, an),

a;=cx (1-fi)+g, (16)

where ¢ and g denote a scaling and a shift parameters, respectively, of the «;
used to tune the risk-utility trade-off. These a satisfy Assumption 2.

As discussed in Hu and Savitsky (2019), the scaling parameter ¢ compresses or
expands the distribution by-record weights and induces a global affect on the risk-
utility trade-off, while the shift parameter g shifts the distribution of by-record
weights has a local effect on the risk-utility trade-off. We will show in Section 5
the effects of different configurations of ¢ and ¢ on the risk and utility profiles of
the differentially private synthetic dataset for the CE sample, generated under
our proposed aa—weighted pseudo posterior mechanism.

2. Compute Lipschitz bound, Aq x

(a) Use a = (au,...,qy) to construct the pseudo likelihood of Equation (3) from
which the pseudo posterior of Equation (5) is estimated. Draw (6s)s—1,..5 from
the a—weighted pseudo posterior distribution.

(b) As earlier, compute the S x n matrix of log-pseudo likelihood values, L® =

(o4
{‘f9sﬂ| }7;:17“.7n’ s=1,...,S

(c) Compute Aq x = maxg;

faLal-
3. Draw synthetic data, ¢y, from the pseudo posterior distribution

(a) Using the (6s)s=1,..s drawn from the ac—weighted pseudo posterior distribution
estimated in the earlier step, randomly sample ¢ = 1,...,(M = 20) parameter

values and draw synthetic data value, (p; nd pg,(-) for parameter draw ¢ €
(1,..., M) and database record i € (1,...,n). This step accomplishes a draw
from the pseudo posterior predictive distribution.

(b) Release the synthetic data, ¢ = ({1, -+, ), in place of the closely-held real
data, x.

Our pseudo posterior mechanism indirectly sets the DP expenditure level, €, through
the computation and subsequent scaling and shifting of the likelihood weights, «. This
mechanism is guaranteed to be differentially private for any n because we set a; = 0 if the
log-likelihood contribution for record ¢ is non-finite. We showed in Section 2 that this local
Lipschitz bound of our log-pseudo likelihood, A4 x, contracts on the global bound, Ag, for
n sufficiently large which, in turn, determines the privacy expenditure, €.

12
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3.1 Exponential Mechanism Reduces to Scalar Weighting

Wasserman and Zhou (2010); Zhang et al. (2016); Snoke and Slavkovic (2018) use the EM
to generate synthetic data with privacy guarantees from a non-private mechanism. Suppose
we start with a non-private mechanism, such as an unweighted synthesizer in Equation (17),

(01 %,7) !Hpm@] @17 (17)

Under our set-up that the log-likelihood function as the utility function, i.e. u(x,6) =
log (IT p (x| 0)), the EM generates private samples from

A~ 1 n 19
o exp (LU 2@ O ¢ g ). (18)
2A
where the prior, £(6 | 7), is chosen as the “base” distribution as in Zhang et al. (2016)
specified by McSherry and Talwar (2007) that ensures the EM produces a proper density

function. Furthermore,

exp ( log (i, i | 9”) €019 = eplos([p(ei | 9501

_ (HM | 9>22> £017), (19)
=1

which means that the EM is equivalent to a risk-adjusted, scalar-weighted pseudo posterior
synthesizer with scalar weight 55, where a; = 5%, Vi € (1,...,n).

There are important implications of the EM reducing to a scalar-weighted pseudo pos-
terior under use of the log-likelihood as the utility function. First, we must assume a global
Lipschitz bound exists via Assumption 1: we cannot appeal to Assumption 2 which de-
pends on differential weights. Second, using a scalar weight, o; = 5%, Vi € (1,...,n),
shown in Equation (19), we expect a resulting lower utility for synthetic data draws under
this mechanism than we do under our a—weighted pseudo posterior shown in Equation
(16). The aa—weighted pseudo posterior is more surgical and concentrates the downweight-
ing to higher risk records, whereas the EM must downweight all records the same amount.
Downweighting all records the same amount will be conservative because the scalar weight
is based on the worst case sensitivity over the entire database of records, which is required
to achieve an e—privacy guarantee and parameter spaces and not tuned to the risk ( ﬁ) of
each record.

We illustrate in Section 5 the reduction in utility of the differentially private synthetic
dataset generated under the EM, compared to that under our proposed aa—weighted pseudo
posterior mechanism, for the CE sample for an equivalent privacy guarantee for both mech-
anisms.

4. Turning A Local Bound into A Global Bound

Assumption 4 restricts the number of records, i € (1,...,n), that are downweighted by
receiving an «; < 1 (as opposed to setting a; = 1) to grow at O(n%) This restriction

13
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requires a progressively sparser downweighting of records as n increases, which generally
accords with the more “surgical” nature of downweighting by using a vector of weights, «,
with the weight for each record based on the disclosure risk measured by the sensitivity of
its log-likelihood, such that the downweighting is confined to those records which express
identification disclosure risk. These records mainly reside in the tails of the density, pg«(x),
under our weighting scheme. Yet, to assure contraction of the local Lipschitz bound to the
global Lipschitz bound needed to compute DP expenditure, €, the number of records that
express non-finite log-likelihoods must be very small. This probability would be very small
but bounded away from 0 for any arbitrarily large finite bound M and will not shrink with
increasing sample sizes. In other words, it is possible that the number of x; that need to set
a; = 0 in the case of non-finite log-likelihoods may violate the requirement for an increasing
sparsity in the number of records downweighted (O(n) records instead of (’)(n%)), though
the relatively small probability for a non-finite observation under the class of unimodal
distributions mitigates this concern. In this section, we demonstrate how a finite global DP
guarantee can still be made even when Assumption 1 or the sparsity assumptions in Section
2 do not hold, at the expense of further loss of utility.

4.1 Global DP via a Censored Pseudo Likelihood

A possible alternative to relying on the asymptotic contraction of § € © (to 6*) to achieve
a global privacy guarantee at large samples, n, is to explore the use of censoring the log-
likelihood at some threshold, My, that is defined based on a local result characterized by
attractive risk and utility performances; we provide examples of local results with attractive
risk and utility performances on our real data application to the CE sample in the sequel.
The use of censoring would “lock in” the finite Lipschitz bound and, hence, the finite
global privacy guarantee such that for all subsequent samples of sizes > n, the privacy
guarantee would be fixed without relying on asymptotics. This method constructs the
pseudo likelihood as,

exp(Mx), p(xi | e)a > eXp(Mx)7
pe(wi | 0) = § exp(=Mx), p(z;i|0)* < exp(—Mx),
p(x; | €)%, otherwise,

for use in .
€0 | X) o [ (s | 0)€(0). (20)

i=1
While this formulation of f&(z; | 6) = logp&(x; | 0) is simple, it can lead to serious
computational issues. For many combinations of {z;, 0}, the censored likelihood cannot dis-
criminate between better and worse fit. These can lead optimization and rejection sampling
algorithms to drift. One alternative is to use a strictly monotonic transformation such as

the arc tangent,

pe ) = (225 ) avctan (10 00% (57 ) ) + (21)

The transformation g(f | Mx, j1;) has the property that g(u, | Mx, tiz) = p with local
slope ¢' (s | Mx, ) = 1 and that limps, o0 g(f | Mx, tz) = f. Together these properties
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mean that g(f) is a good local approximation to f in the neighborhood of y, and converges
to the original f as the bounds increase towards co. It is also clear that g(f) is strictly
monotonic, so optimization and rejection sampling approaches can still be viable. Figure
1 displays the mapping g(f | Mx = 100, u; = 0) which respects the Mx bounds globally
while still being reasonably close to f for small and moderate values of f.

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

a()
a(h

-250- A+ -50-

-500- 7 00 = e e

-500 250 0 250 500 -100 -50 0 50 100

Figure 1: The bounded tranformation g(f | Mx = 100, pi; = 0) (solid) and one-to-one line
(dashed red) for bounds +Myx = 100 (dotted blue). Zoom out (left), zoom in
(right).

To demonstrate the risk-utility trade-off for a non-asymptotic global bound we use
Equation (21) to estimate the posterior of the mean parameter from a Poisson data gen-
erating distribution across different fixed bounds M = {1,2,5,10,100} and sample sizes
n = {100,1000}. We provide a simple, Monte Carlo simulation study to demonstrate the
process of taking a result based on a local estimate of a Lipschitz bound on a single, observed
dataset and applying it to repeated generation of new datasets such that analysis of these
subsequent datasets have Lipschitz bounds at or below that of the original dataset under
use of the arctan censoring mechanism of Equation (21). We compare the distributions of
Lipschitz bounds for the unweighted posterior, the ae—weighted pseudo posterior and the
arctan censoring (that embeds the a—weighted pseudo posterior) mechanisms. We also
compare their utility performances to preserve key characteristics of the true data distri-
bution. As earlier discussed, guaranteeing a finite non-asymptotic global result under the
arctan censoring mechanism leads to additional loss in utility, although this loss is mitigated
by larger sample sizes.

Using the simple means model for Poisson distributed data, y ~ Pois(u) (with g = 50)
our procedure for locking in a local result, globally, is the following:

1. Generate one base set of yo = {y1,...¥100} under sample size n = 100 (or n = 1000)
as our observed dataset.
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2. Compute the maximum local Lipschitz, Aqy,, for the local database under the
a—weighted pseudo posterior mechanism for estimating .

3. For j =1,...,100:

e Generate y; ~ Pois(u), each of size n = 100 (or n = 1000).

e Compute the local Lipschitz bound for the unweighted and aa—weighted pseudo
posterior mechanisms without the arctan transformation.

e Use the arctan transformation of Equation (21) that embeds the a—weighted
pseudo posterior as our mechanism under each of M = {Aq y,, 1.5 yo, 20a.y, }-

Figure 2 compares the distributions across the J = 100 replications. The a—weighted
pseudo posterior mechanism (without embedding in the arctan censoring), labeled “Weighted”,
produces a marked decrease in local maximum Lipschitz compared to the unweighted (la-
beled “Unweighted”). The local Aqy, bound for our observed dataset, yo, is close to the
mode of the 100 Monte Carlo simulated weighted Lipschitz bounds. So, while there is a
contraction of the local Lipschitz bounds for the Weighted result under ¢ vectorized weight-
ing, a given local Ag y, is not strictly an upper bound. In contrast, using M = Ay, with
censoring (labeled with prefix, “Wt”) does ensure all realized local Lipschitz bounds are
below the local Lipschitz bound, A y,, but at the cost of reduced utility (90th quantile is
shifted). Using slightly larger bounds (1.5A4,y, and 2Aq,y,) recovers some of the utility at
the expense of looser global guaranteed bounds.

To compare asymptotic versus censored bounds, we repeat the simulation above using
sample size n = 1000. Figure 3 demonstrates that the local Lipschitz bounds for the
unweighted likelihood increases (or drifts) with larger sample sizes. The a—weighted log-
pseudo likelihood shows a pronounced decrease in drift, with only a slightly larger bound for
n = 1000, indicating an asymptotic contraction of the local result towards a global result.

5. Application to the CE Sample

We introduce the CE sample of consumer units (CU) or households in Section 5.1, where
our goal is to synthesize a highly-skewed continuous variable, family income, under a local
DP guarantee provided by our aa—weighted pseudo posterior mechanism. In Section 5.2,
we present risk and utility profiles of synthetic data drawn from our a—weighted pseudo
posterior mechanism, along with comparisons to the EM, the risked-weighted synthesizer
of Hu and Savitsky (2019) and the unweighted posterior mechanism. Section 5.3 presents
privacy and utility results with different scaling and shifting, (¢, g), configurations for vector
weights in Equation (16) to sketch out a risk-utility curve for our a—weighted pseudo
posterior mechanism that we compare to that of the EM. A risk-utility curve provides the
Bureau of Labor Statistics (BLS) options for selecting a risk-utility setting that matches
their policy objectives.

5.1 The CE Sample and Unweighted Synthesizer

Our application of the ae—weighted pseudo posterior mechanism focuses on providing pri-
vacy protection for a family income variable published by the CE. The CE is administered
by the BLS with the purpose of providing income and expenditure patterns indexed by
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12.5
10.0 ~

7.51

2.54 —

Max Lipschitz

0.0 1

Unweighted Weighted Wt Threshl Wt Thresh1.5 Wt Thresh2

Unweighted Weighted Wt Threshl Wt Threshl.5 Wt Thresh2

Figure 2: Distribution of the maximum observed Lipschitz bound A, (top) to threshold
bounds M (dashed) and estimates of the 90th quantile of the mean parameter
i (bottom) from posterior samples of (left to right) unweighted, weighted, and
weighted with global bounds. Based on 100 realizations of size 100.
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Figure 3: Distribution of the maximum observed Lipschitz bound Ay by sample size (100,
1000) from 100 realizations of posterior samples of (left to right) unweighted,
weighted, and weighted with global bounds. Dashed lines use n = 1000 for
baseline M, dotted lines use n = 100. Top lines (U) are for unweighted local M,
bottom lines (W) are weighted local M.

18



BAYESIAN PSEUDO POSTERIOR MECHANISM UNDER DIFFERENTIAL PRIVACY

geographic domains to support policy-making by State and Federal governments. The de-
scription of the CE sample included here closely follows that in Hu and Savitsky (2019).
The CE contain data on expenditures, income, and tax statistics about CUs across the U.S.
The CE public-use microdata (PUMD)! is publicly available record-level data, published by
the CE. The CE PUMD has undergone masking procedures to provide privacy protection
of survey respondents. Notably, the family income variable has undergone top-coding, a
popular Statistical Disclosure Limitation (SDL) procedure that may result in reduced utility
and insufficient privacy protection (An and Little, 2007; Hu and Savitsky, 2019).

The CE sample in our application contains n = 6208 CUs, coming from the 2017 1st
quarter CE Interview Survey. It includes the family income variable, which is highly right-
skewed and deemed sensitive; see Figure 4 for its density plot. The CE sample also contains
10 categorical variables, listed in Table 1. These categorical variables are deemed insensitive
and used as predictors in building a flexible synthesizer for the synthesis of the sensitive
family income variable.

9e-06 -

6e-06 -

density

3e-06 -

0e+00 -

0 500000 1000000 1500000
Familylncome

Figure 4: Density plot of Family Income in the CE sample.

1. For for information about CE PUMD, visit https://www.bls.gov/cex/pumd.htm.
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Table 1: Variables used in the CE sample. Data taken from the 2017 Q1 Consumer Expen-
diture Surveys.

Variable Description

Gender Gender of the reference person; 2 categories

Age Age of the reference person; 5 categories

Education Level Education level of the reference person; 8 categories
Region Region of the CU; 4 categories

Urban Urban status of the CU; 2 categories

Marital Status Marital status of the reference person; 5 categories
Urban Type Urban area type of the CU; 3 categories

CBSA 2010 core-based statistical area (CBSA) status; 3 categories
Family Size Size of the CU; 11 categories

Earner Earner status of the reference person; 2 categories

Family Income  Imputed and reported income before tax of the CU;
approximate range: (-7K, 1,800K)

To generate partially synthetic datasets for the CE sample with synthetic family in-
come, we use an unweighted, non-private synthesizer: a flexible, parametric finite mixture
synthesizer. This finite mixture synthesizer has been shown to produce synthetic data char-
acterized by a high utility, but also with an unacceptable level of disclosure risk in previous
work (Hu and Savitsky, 2019). We leave the details of the synthesizer in the Appendix B for
brevity and direct interested readers to the aforementioned work for further information.

5.2 Risk and Utility Comparisons

To generate synthetic data and compare results, we apply four synthesizers: 1) the un-
weighted, non- (locally) private synthesizer, labeled “Unweigthed”; 2) the locally private
synthesizer under the a—weighted pseudo posterior mechanism, labeled “DPweighted”,
with configuration (c,g) = (0.7,0.0); 3) the locally private synthesizer under the EM, la-
beled “EMweighted”, which is designed to privacy target, €, achieved by “DPweighted”; 4)
and the weighted, though non- (locally) private pseudo posterior synthesizer proposed by
Hu and Savitsky (2019), labeled “Countweighted”, that utilizes their method for measuring
the by-record disclosure risk (based on an assumption about the behavior of an intruder).
The labels are used throughout the remainder of this paper when presenting various risk
and utility results.

We first look at the risk profiles of the four synthesizers. Figure 5 plots the distributions
of the Lipschitz bounds, A,,’s, for each of the four synthesizers computed by taking the
maximum of the S log-likelihood ratios for each record, i = 1,...,(n = 6208) over the S
draws of 0 from it’s posterior distribution. The maximum value of the (A,,) over all of the
records is denoted as Ay, the Lipschitz bound for the mechanism.

The Unweighted, non-private synthesizer clearly has the highest maximum Ay with
Avnweighted = 78.7. The other non-private, Countweighted synthesizer achieves a much
lower maximum Ay with Ay, countweightea = 11.17. The large reduction in the Coun-
tweighted synthesizer owes to the positive correlation between by-record weights, o< 1/c,
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Figure 5: Violin plots of the distribution of the Lipschitz bounds, Ay’s, for syn-
thetic data generated the four synthesizers. The corresponding maximum

Ay values are: AUnweighted = 78-77Aa,DPweighted = 10-1aAEMweighted
1027 AaC,C’ountweighted =11.17.

where each is computed as the probability that the value for each target record is rela-
tively isolated from that of other records used in the Countweighted synthesizer, on the
one hand, with the by-record log-pseudo likelihood ratio bounds used for the DPweighted
mechanism, on the other hand. The two locally private synthesizers both achieve even
lower maximum Ax: Aq ppPweighted = 10.1, Apmweightea = 10.2, indicating the best risk
profiles. The EMweighted mechanism was estimated by setting the scalar with a target
€ = 2A4 x, the local privacy guarantee (expenditure) achieved by our DPweighted mecha-
nism with Lipschitz Aq x. Our intent is to compare the utility performances between the
two private mechanisms (DPweighted and EMweighted) where each achieves an equivalent
privacy guarantee. It bears mention that while the DPweighted under the pseudo posterior
mechanism and the EMweighted under the EM achieve similar maximum local Lipschitz
bounds, which governs the local DP guarantee, the EM tends to produce notably lower
risk for most records than the DPweighted mechanism, evident in the flattened shape of
the violin plot. The EM sets the scalar weight based on the risk of the worst case records
because the same level of downweighting must be applied to all records in contrast with the
by-record weighting under of our aa—weighted pseudo posterior mechanism.

Figure 6 and Figure 7 show a collection of violin plots of the distribution (obtained from
re-sampling) for each of the mean and the 90th quantile statistics, respectively, estimated
on the synthetic data generated under each of our synthesizers and also on the closely-held
confidential (real) data for comparison, labeled “Data”. These figures allow us to compare
the utility performances across our synthesizers by the examination of how well the real
data distribution for each statistic is reproduced by the synthetic dataset for each of our

21



SAVITSKY, WILLIAMS, HU

synthesizers. For the synthesizers, a set of M = 20 synthetic datasets were generated and
the distribution for each statistic was estimated on each dataset (under re-sampling). The
resulting barycenter of the individual distributions in the Wasserstein space of measures
was computed by averaging the quantiles over the M datasets (Srivastava et al., 2015). Our
privacy guarantees apply to each synthetic draw from our mechanism, so the total privacy
expenditure is that for each dataset shown in Figure 5 multiplied by M. We compute
utilities over M = 20 synthetic datasets for thoroughness, though the distribution of each
statistic for a single synthetic dataset is very similar.

76000 -+

74000 4

72000 4

Mean Statistic
e |

70000 4

Data Unweighted  DPweighted EMweighted Countweighted

Figure 6: Violin plots of the mean estimation of the confidential CE sample and the four
synthesizers.

The DPweighted synthesizer under the pseudo posterior mechanism outperforms the
EMweighted and Countweighted mechanisms in utility preservation. First, especially evi-
dent in Figure 7, DPweighted (the aa—weighted pseudo posterior mechanism) provides bet-
ter estimates than EMweighted (the scalar-weighted EM). The notably deteriorated utility
preservation of the EM derives from the setting that scalar weight applied to all records
based on the highest risk records as earlier discussed. Since both mechanisms achieve the
same maximum Lipschitz bound Ay, which governs the local DP guarantee, these results
indicate that the EM has to compromise a large amount of the utility to achieve a similar
local DP guarantee compared to the ae—weighted pseudo posterior mechanism.

Second, while the non-private Unweighted synthesizer and the locally private DPweighted
synthesizer provide equally good estimates for both the mean and the 90th quantile, the
much greater Lipschitz bound of the Unweighted synthesizer shown in Figure 5 indicates
a much worse balance for the utility-risk trade-off as compared to DPweighted. The third
minor point is that the Countweighted synthesizer, albeit non-locally private, achieves only
a slightly higher maximum Lipschitz bound compared to our private DPweighted synthe-
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Figure 7: Violin plots of the 90th quantile estimation of the confidential CE sample and
the four synthesizers.

sizer; however, its utility preservation is worse, especially evident in Figure 7 for the 90th
quantile estimation.

In summary, our private DPweighted mechanism outperforms the other three synthesiz-
ers to achieve a highly satisfactory risk-utility trade-off balance. We next explore different
scaling and shift configurations of (¢, g) to sketch out the risk-utility curves for DPweighted
and EMweighted.

5.3 Mapping DP Risk and Utility Curves

We conclude by applying a scaling parameter, ¢, and a shift parameter, g, to the distribution
of weights, a;, used in our a—weighted pseudo posterior mechanism in order to enumerate
the risk-utility settings for the purpose of allowing the BLS (or, more generally, the owner
of the closely-held private database) to discover the setting configuration that best repre-
sents their policy goal. We compare the risk-utility mapping produced by the aa—weighted
pseudo posterior mechanism to that of the EM, which we recall reduces to a scalar-weighted
pseudo posterior under use of the log-likelihood as the utility measure. As discussed in Hu
and Savitsky (2019), applying a scaling constant, ¢ < 1, will induce a compression in the
distribution of the weights while apply a scaling g < 0 will induce a downward shift in the
distribution of the record-indexed weights. We apply the scaling and shifting in a manner
that uses truncation to ensure each of the resulting weights are restricted to lie in [0, 1].
Each violin plot in Figure 8 presents a distribution of the 90th quantile for a synthetic
dataset generated under a particular (scale ¢, shift g) configuration. The sequence of plots
from left-to-right are ordered from less scaling and shifting (with a relatively higher privacy
expenditure) to more scaling and shifting (with a relatively lower privacy expenditure).
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The specific sensitivity values, Aq x, associated with each configuration are shown in Ta-
ble 2, where we recall that the associated local privacy expenditure is € = 2A, x. Table 2
demonstrates a nearly 80% reduction in the local DP expenditure over the range of con-
figurations (though all are much less than the non-locally private, unweighted synthesizer).
Figure 8 demonstrates a much flatter or reduced deterioration of utility for DPweighted,
the a—weighted pseudo posterior mechanism as compared to EMweighted. Such is not sur-
prising due to the greater flexibility of DPweighted to concentrate downweighting to high
risk records versus the application of a scalar weight based on the highest risk record to all
records under EMweighted.
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Figure 8: Violin plots of the 90th quantile estimation of: 1) the confidential CE sample;
2) the unweighted, non-private synthesizer; and overlapping violin plots of the
90th quantile estimation of the synthesizer under the pseudo posterior mechanism
compared to the synthesizer under the EM with equivalent Ay values, for the
following (¢, g) configurations: 3) (¢,g) = (0.7,0.0); 4) (¢,9) = (0.6,0.0); 5)
(¢,g) = (0.6,—0.1); 6) (¢,9) = (0.5,0.0); 7) (¢,9) = (0.5,—0.1); 8) (¢,g9) =
(0.5,—0.3).

6. Conclusion

This paper adapts the a—weighted pseudo posterior synthesizer as a mechanism that
achieves markedly lower DP expenditures for a synthetic dataset in comparison to the
non-private, unweighted synthesizer. Our pseudo posterior mechanism provides a much
higher utility than the EM for equivalent risk due to a surgical downweighting of high risk
records (as opposed to the scalar downweighting imposed by the EM). The construction for
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Table 2: Table of values of the Lipchitz bound Agx, of the synthesizer under the
a—weighted pseudo posterior mechanism, for a series of (c¢,g) configurations.

AUnweighted = T8.7.

(¢,9) Aaqx value
0.7,0.0)  10.10
(0.6, 0.0) 8.16
(0.6,-0.1)  7.30
(0.5, 0.0) 6.09
(0.5, -0.1) 5.71
(0.5, -0.3) 2.25

the a—weighted pseudo posterior mechanism utilizes the log-pseudo likelihood to develop
the Lipschitz bound. We demonstrate in Section 2 a weighting scheme that guarantees an €
privacy expenditure at every sample size, n, as our weighting procedure selectively removes
likelihood contributions for dataset records that express unbounded log-likelihood values,
such that we do not have to explicitly truncate the parameter space or space of datasets
under an unbounded support. We provide an asymptotic result on the contraction of a local
Lipschitz to a global bound (tied to a global privacy guarantee) in the case that our vector
weighting scheme becomes sparser in the number of records downweighted with increas-
ing n. Finally, we incorporate a log-pseudo likelihood censoring step into our aa—weighted
pseudo posterior mechanism with the threshold set to lock-in a local result obtained for a
large n that expresses desired risk and utility properties, making the local result a global
one as an alternative to a reliance on an asymptotic contraction and the existence of a finite
global bound. Our pseudo posterior mechanism has the feature that it accommodates any
synthesizer model formulated by the statistical agency and offers a simple weighting scheme
that guarantees a DP result. The simple weighting allows the posterior sampling scheme
devised for the non-private synthesizer to be utilized for synthesis with minor modification
for the differentially private pseudo posterior mechanism.
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Appendix
Appendix A. Proofs for Theoretical Results in Section 2
A.1 Proof for Theorem 4

Dis [0 10 €96 1v)] = [ i 1) et | x)

'(©01y)

_ (X) a(x) % ¢a )(Y) a(x) x
Jomis pe <y>le O+ J I Gama @0 1)
)

p@ (X) a(x) ¢a Y (Y) a(x)
< /eln pig‘(y)(y) dee™ (9 | x) + eln 55 (x) dee™) (9 | x)
W) (y)
< zx,+1n$5&ﬁ;5 (22)

From Assumption 1, pg‘(x) (x) < exp(Aa)pg(y) (y¥),V0 € ©, so

¢*W(y) = /@ P (y)de(8) < exp(Aa) /@ py(x)dE(0) = exp(Aa)o®(x),  (23)

which gives
sup  Dicp (€20 |x) | €20 | y))] < 2Aa. (24)
X,yeX’n‘é()gy):l

A.2 Proof for Theorem 5
a( )
(x)

From Assumption 1, Z a(y)( ) < exp(Aq). From Theorem 4, we show ¢*W) (y) < exp(Aq )™ (x).
y
Then, Vx € X" and for each x, Vy € X" : §(x,y = 1),

a(x)
Py (%) o y) de(o

ga(x)(B ’ x) = ¢a(y) (y) . ¢a(x)(x)
< exp(284)*Y)(B | y). (25)

A.3 Proof for Lemma 6
®eC|x) = [ PeC|x0)de*™ 0] x)

P(¢ € C|0)de*™ (0 | x)

I
\\\

dE*™ (0| X) | ay)
C|0) 7(1 Y)(0

< eE/P(CeCW)df”(@ly)
_ eepa()’) (C eC | y) (26)
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A.4 Proof for Lemma 7

Choose a data set x € X™. Then let y be a data set such that y € X" and the Hamming
distance 6(x,y) = 1 .We can express every such y asy = (z1,22,...,2j-1,Yj, Tj41,-- -, Tn),
where all but the j** element matches between x and y: z; = y; for i # j and xTj # Yj-
Then for each 6 € O:

) = s )f“<x> - 1Y)
X,y EX™:0(x,y)=
— ]) o(y;)
= sw [ @) - 55 () (27)
xj,ijX
< |sup fa(z)(z) — inf fa(z) (2)
- zeX o zeX o

Under the assumption p(z) < 1, the last quantity becomes

sup f; () - inf 7 (2)

zeX zeX

D) (28)

< |01nff9 (=)

zEX
= Ligo(0).

If we allow for the unusual case that a density p(z) > 1 for some = € X, then the bound is
larger but still related to the leave-one-out formulation:

sup /;'9(2) — inf 96| < |sup 7 002)] + | imf £ C2)
= sup| £ ()| + sup| 77 (2)| (29)
zEX zEX
= 2£l00(0)

finfeex 59 )|}

where supzeX’f:(z) (z)‘ = max { ’supzex fg(z)(z)

A.5 Proof of Theorem 8

Let us the define the following subset of 8 € O,

U, = {e co: [(1 — o) D) (6,67) + (1 — ™) D) (9,67 = (D+3t)m§},
which is the restricted set for which we will bound the pseudo posterior distribution,
£* (U, | x), from above to achieve the result of Theorem 8. We begin with the statement
and proof of Lemma 9 that extends Lemma 8.1 of Ghosal et al. (2000) to our a—pseudo pos-
terior in order to provide a concentration inequality to probabilistically (in Py, —probability)
bound the denominator of the a—pseudo posterior distribution, {* (U, | x), from below.
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A.5.1 ENABLING LEMMA

Lemma 9 (Concentration Inequality) Suppose Assumption 3 holds. Define o, = max;ea, o
and o = min;e 4, ;. For every 1, > 0 and measure I on the set By, (0*,&;6y), we have for

every CF = /2 + C% + Cg, and n sufficiently large,

a +a7)(C1)? o 1
- a2, (D +t—1)2n72’

P@() / e—rma(Q,G*)g (d@) < e—cvm(D—l—t)anL

0eB,

(30)
where the above probability is taken with the respect to Py, .

Proof The proof follows that of Savitsky and Toth (2016) by bounding the probability
expression on left-hand size of Equation (30). We construct an a—weighted empirical
distribution that we will need for the proof with,

= > o ), (31)
i=1

where 0(z;) denotes the Dirac delta function with probability mass 1 at x;. We con-
struct the associated scaled and centered empirical process, G o = /1 (Pno — Pp,). The
usual equally-weighted empirical distribution, P, = %Z?:l d (z;) and associated, G, =
vn (P, — Py,) may be viewed as special cases. We may define the associated expectation
functionals with respect to the ae—weighted empirical distribution by P, g = % Yo aig ().

Using Jensen’s inequality,

log H

9eB,, =

>3 / o log ¢ (d6) (32)

=lyep,

= nPp.o / log 22 ¢ (d6)
Do+

0eB,

[p” <Xz->] ¢ (d6)
1

Do
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We may use the above to now bound the left-hand size of Equation (30)

e*Tn,a(ava*)é‘ (d@) S e*am(Dth)nTEL (333)

0eB,

(d6) < —aum(D + t)nr (33b)
GEBn ber

Gna

)

P (d0) < —am(D + )72 — /nPy, log ]fig (d6) (33¢)
6* 0+
06 n

0By,

= Py, { Gpoa / log 22€ (d8) < —am(D +t — 1)y/nr2 b, (33e)

0eB,

< Py, {Gn,a / Po €(do) < ozm(D—l—t)fT —fT (33d)

where the bound in Equation (33d) uses the prior mass result from Assumption 3. We
proceed to use Chebyshev to bound the resultant probability, as follows:

Py, Gn,a/ D! (df) < —am(D 4+t —1)y/nT?2

0€B,,
po \?
feeBn [Epoo (Gn,a log ﬁ) } £ (do)
< 4
- a2, (D +t—1)2n7i ’ (34)

where we have applied Fubini to the right side of Equation (34) to move the expectation
through the integral. We now proceed to further bound the expression in brackets on the
right-hand side of Equation (34) from above. We may decompose the expectation, as follows

2
0
EPGO <Gn,a log P ) < nEPHO (Pn,a log

Do+

2 2
D0 p,log 22 ) +Ep, (Gma log p9> (35)
Do~ Do~ 0 Do~
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We first bound the second term on the right,

2
EPQO (Gn,a Po > (36&)

<En, <ana ) (36b)

<Ep, (Xf > log (36¢)
2
<1 Z £, 1oz ) (364)
< 1 X nr? =172, (36e)
n

where we use independence of the X; to establish the fourth equation and Assumption 3 to
achieve the fifth equation.
We proceed to further simplify the bound in the first term on the right in Equation (35):

2
nEp, <IP’na o 6*) (37a)
1 « ’
Doy,
= nEp, (n E (a; — 1) log W) (37b)
i=1 i
1 Po,j
== > Ep, |(@—1)(aj — Dlog ™2 (X;)log 222 (X;) (37c)
() Doz Do~
1 n
== Z Ep,, [(ai ) logpe* (X1)2]
== (37d)
1 Do,;
+— > Ep, l( —1) (o — 1) log P2 (X;)1 - (X])]'
n — p@* DPo* 5
i#j=1
- Po;
<—q(1-w)® ) Ep, logpa* (Xi)2]
i#j=1 i
+-(1—-m)? Z Ep, log pei (X;)lo Po.j (X;) (37e)
i#jE€EAR bo; por.d
1 2 ; Do
_ _ o™ i . »J
+ - (1 a ) Y [Bry log 2 (X)) L (X;)
1#JEQR ’
<1{(1—al)2n72}+1(1—al)2 (Cin — Civn) 72 +n Cir (37f)
= n n n 1 Q— ng
= {(1 —)? 7'3} +(1—a)?C%2 + C272, (37g)
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for sufficiently large n. The bound in Equation (37f) results from the restriction of € to
B, (6*,m;0p) and also from Assumption 4 that regulates the growth of the number of a;; < 17
and the magnitude of (1 — (™).

We may now bound the expectation on the right-hand size of Equation (34),

2
Epy, (Gn,a log ;):*) < {(1 —o)? THQ} (1—a)2C¥72 + 72 (38a)

<{(1-20;+a}) 72+ (1 — 20y + o) C372 + Cinn® + 72} (38D)
<24 CF+ G+ (L+ CHajry < (14 a)*(CF)*r; (38¢)

n

for n sufficiently large, where we set C} := /C% + C% + 2. This concludes the proof. |

A.5.2 PROOF OF THEOREM &

We begin by constructing the ae—pseudo posterior distribution on the set, U,
S, e O0g(do)

*(Un = . 39
f ( ‘ X) fe e_rnvo‘(970*)€<d0) ( )
We next bound the numerator from above in Py, — probability.
Ep, / e e 00¢(dp) (40a)
Un

= / A (0,6%) €(dp) (40b)
Un

= / e~ Zi=1(1=0i) Doy aci e () (40c)
Un

< / e~ (1mam) Tica, Dogei=(1-0) Tican Doy ¢(4p) (40d)
Un

< 67(D+3t)n7,%’ (406)

where we use Fubini to switch the order of expectation and integration in Equation (40b).
We achieve the bound in Equation (40d) since Dy, o,; > 0, Vi € (1,...,n) and Bhattacharya

et al. (2019) shows that Dg;)l_ (0,6%) is finite and contracts on the KL divergence. The
final bound uses the definition of U,,.
We proceed to use the Markov inequality and the definition for U, to achieve the nu-

merator bound with respect to P, —probability,

Py, /e—rn,a(eﬂ*)g(d@) > e—(D—&-Qt)nTTQL (413)
Un
—(D+3t)n2 2 *)2
€ _ —tnT? (1 + @ )(Cl)

~ a2(D—-1+t)n72
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We, next, turn to bounding the denominator of Equation (39), from below. Since,
/ e "mall0g(dh) > / e~ 00¢(dg),
0cO 0€By,
we may use the result of Lemma 9 in,

(1+af)(C)?
a2, (D —1+t)2n7?

m

Py, / e a0 (dg) > emomPHINT b 5 g (42)

0cO

Finally, combining the results of Equations (39), (41) and (42): With probability at
least 1 — [2/(D +t — 1)*n72 x (14 a}(CT)?) /a2 ],

g ([(1 — ) DY) (6,6%) + (1 — ™) DS (9, 9*)} > (D + 3t)mg\x) <

6o,x
e—(D+2t)n7',% em (D+t)n7’721

_tnr2
<e tnty

Appendix B. Unweighted, Non-private Synthesizer

Our description of the unweighted, non-private synthesizer follows closely of that in Hu
and Savitsky (2019). To simulate partially synthetic data for the CE sample, where only
the sensitive, continuous family income variable is synthesized, we propose using a flexible,
parametric finite mixture synthesizer.

Equation (43) and Equation (44) present the first two levels of the hierarchical para-
metric finite mixture synthesizer: y; is the logarithm of the family income for CU i, and
x; is the R x 1 predictor vector for CU 4. The finite mixture utilizes a hyperparameter
for the maximum number of mixture components (i.e., clusters), K, that is to set to be
over-determined to permit the flexible clustering of CUs. A subset of CUs that are assigned
to cluster, k, employ the same generating parameters for y, (5}, 0}), that we term a “loca-
tion”. Locations, (8% 6*), and the n x 1 vector of cluster indicators, z; € (1,---, K), are
all sampled for each CU, i € (1,...,n).

yi | X4,2,B*, 0" ~ Normal(y; | X;ﬁ;&;), (43)

zi | ™ ~ Multinomial(1;my,- -, 7x), (44)

where the K x R matrix of regression locations, B* = (87, .. ., ﬁ}‘()/, denote cluster-indexed
regression coefficients for R predictors. The (my,...,7x) are, in turn, assigned a sparsity
inducing Dirichlet distribution with hyperparameters specified as a/K for a« € R*. We
next describe our prior specification.

We induce sparsity in the number of clusters with,

(71, ...,mK) ~ Dirichlet (%,...,%) , (45)

a ~ Gamma(aq, ba)- (46)
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We specify multivariate Normal priors for each regression coefficient vector of coefficient
locations, G,
4 iid : Rxk
» ~ MVNE(0,diag(os) x Qg xdiag(og)), (47)
where the R x R correlation matrix, {13, receives a uniform prior over the space of R x R
correlation matrices, and each component of o3 receives a Student-t prior with 3 degrees
of freedom,
ot X ¢(3,0,1). (48)
We proceed to describe how to generate partially synthetic data for the CE sample. To
implement the finite mixture synthesizer, we first generate sample values of (TF(Z) , 350, 0'*7(”)
from the posterior distribution at MCMC iteration [. Second, for CU i, we generate cluster
assignments, zi(l), from its full conditional posterior distribution given in Hu and Savitsky
(2019) using the posterior samples of w0, Lastly, we generate synthetic family income for
CU 1, y;’(l), from Equation (43) given x;, and samples of zfl),,@*’(l) and 0", We perform
these draws for all n CUs, and obtain a partially synthetic dataset, Z(!) at MCMC iteration
I. We repeat this process for m times, creating m independent partially synthetic datasets
Z=(zW, ... zm),
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