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Abstract

We propose a Bayesian pseudo posterior mechanism to generate record-level synthetic
databases equipped with an (e,7)— probabilistic differential privacy (pDP) guarantee,
where 7 denotes the probability that any observed database exceeds e. The pseudo pos-
terior mechanism employs a data record-indexed, risk-based weight vector with weight
values € [0, 1] that surgically downweight the likelihood contributions for high-risk records
for model estimation and the generation of record-level synthetic data for public release.
The pseudo posterior synthesizer constructs a weight for each datum record by using the
Lipschitz bound for that record under a log-pseudo likelihood utility function that general-
izes the exponential mechanism (EM) used to construct a formally private data generating
mechanism. By selecting weights to remove likelihood contributions with non-finite log-
likelihood values, we guarantee a finite local privacy guarantee for our pseudo posterior
mechanism at every sample size. Our results may be applied to any synthesizing model
envisioned by the data disseminator in a computationally tractable way that only involves
estimation of a pseudo posterior distribution for parameters, 6, unlike recent approaches
that use naturally-bounded utility functions implemented through the EM. We specify con-
ditions that guarantee the asymptotic contraction of m to 0 over the space of databases,
such that the form of the guarantee provided by our method is asymptotic. We illustrate
our pseudo posterior mechanism on the sensitive family income variable from the Consumer
Expenditure Surveys database published by the U.S. Bureau of Labor Statistics. We show
that utility is better preserved in the synthetic data for our pseudo posterior mechanism as
compared to the EM, both estimated using the same non-private synthesizer, due to our
use of targeted downweighting.
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1. Introduction

Privacy protection is an important research topic, which attracts attention from government
statistical agencies and private companies alike. A commonly-used data privacy approach
generates synthetic data from statistical models estimated on closely-held, private data for
proposed release by statistical agencies (Rubin, 1993) and (Little, 1993). This approach
replaces the closely-held (by the statistical agency) database with multiple synthetically
generated record-level databases. The synthetic databases are released to the public who
would use them to conduct any analyses of which they would conceive to be conducted
on the real, confidential record-level data. The synthetic data approach replaces multiple
queries performed on a summary statistic with the publication of the synthetic databases
encoded with privacy protection, making this approach independent of the specific queries
performed by users or putative intruders.

1.1 Differential Privacy

Our focus metric for measuring the relative privacy guarantee of our pseudo posterior syn-
thesizing data mechanism introduced in the sequel is differential privacy (Dwork et al.,
2006). We next provide a definition for differential privacy (McSherry and Talwar, 2007).

Definition 1 (Differential Privacy) Let x be a database in input space X", where X™
denotes a space of databases of size (number of observations) n. Let M be a randomized
mechanism such that M() : X™ — O. Then M is e-differentially private if

PriM(x) € O]

W < exp(e),

for all possible outputs O = Range(M) under all possible pairs of data sets x € X™ where
y € X" differs from x by deleting one record or datum (under a leave-one-out (LOO)
distance definition).

Differential privacy is a property of the mechanism or data generating process and a
mechanism that meets the definition above is guaranteed to be e— differentially private, or
e— DP. Differential privacy is called a “formal” privacy guarantee because the e— level or
guarantee is independent of the behavior of a putative intruder seeking to re-identify the
data and the guarantee is not lessened by the existence of other data sources that may
contain information about the same respondents included in X.

Differential privacy assigns a disclosure risk for a statistic to be released to the public,
f(x) (e.g., total employment for a state-industry) of any x € X"~! based on the global sen-
sitivity, A = supxcxn yean—1: s(xy)=1/f(X) — f(y¥)], over the space of databases, X', where
d(x,y) denotes the number of records omitted from x in database, y. The distance metric,
d(x,y) denotes the LOO distance such that x differs from y by a single record, which is
equivalent to using a Hamming-1 distance in the case of count based statistics of binary
data records. If the value of the statistic, f, expresses a high magnitude change after the
deletion of a data record in y, then the mechanism will be required to induce a relatively
higher level of distortion to f. The more sensitive is a statistic to the change of a record,
the higher its disclosure risk.
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Our focus in this paper is where the mechanism, M, is a model parameterized by 6
from which replicate data are synthesized under an e— DP guarantee. A common approach
for generating parameter draws of 6 under the statistical model for synthesizing data is the
exponential mechanism (EM) of McSherry and Talwar (2007), which inputs a non-private
mechanism for # and generates 6 in such a way that induces an e—DP guarantee on the
overall mechanism. The EM is conditioned on the availability of a global sensitivity over the
space of databases, A, for some utility function, u(x,#), defined on the space of databases
and the space of parameters, globally.

Definition 2 (Ezponential Mechanism) The exponential mechanism releases values of 0
from a distribution proportional to,

exp (u(x,0)) (1)

where u(x,0) is a utility function. Let

Ay = SUpyecyn SUPxy5(x,y)=1 SUPgeo |U(X,0) —u(y,0)| be the sensitivity, defined globally
over X = (x1,...,T,) € X", the o—algebra of data sets, x, governed by product measure,
Py, and the LOO distance metric, §(x,y) = 1. Then each draw of 8 from the exponential
mechanism is guaranteed to be € = 2A,—DP.

This result is based on the following definition of differential privacy under utility function,
u(x,0).

Definition 3 (Differential Privacy under the Exponential Mechanism) A utility function,
u, indezxed by random parameters, 0, gives e—differential privacy if for all databases, x € X™
and associated databases, y : 0(x,y) = 1, and all parameter values, 6 € ©,

Pr(u(x,0) € O) <exp(e) x Pr(u(y,f) € O), (2)
where O = range(u).

In order to set an arbitrary € # 2A,,, we must modify the utility function u(x, ). The
statistical agency owning the closely-held data will typically desire to determine ¢ as a
matter of policy and not leave it to be e = 2A,,. The simplest and most common approach
is to rescale it: u*(x,60) = ﬁu(x, 0) (See McSherry and Talwar, 2007; Dwork et al., 2006,
among many others).

The EM inputs a utility function and its sensitivity constructed as the supremum of
the utility over the space of databases, X", and simultaneously, the parameter space, O.
Wasserman and Zhou (2010) and Snoke and Slavkovic (2018) construct utility functions
(e.g., the Kolmogorov-Smirnov distance between the empirical distributions of the real and
synthetic data sets) that are naturally bounded over all x € X™, resolving the challenge of
using the potentially unbounded log-likelihood as the utility function. Although the use of
a naturally bounded utility resolves the issue of truncating the data and parameter spaces,
there is a large, and perhaps intractable, computational cost to the use of these naturally
bounded utilities to draw samples of 6 from the distribution constructed from the EM; for
example, Snoke and Slavkovic (2018) must compute their pMSE utility statistic multiple
times for each proposed value, él (l=1,---,L), under a Metropolis-Hastings algorithm used
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to draw samples under the EM. Furthermore, they assume the existence of some synthesizing
distribution, g(é), from which to draw synthetic data, is needed to compute their pMSFE.
In practice, g will be defined as the posterior predictive distribution, g(X | x, él), which
means the posterior distribution must be repeatedly estimated for each draw from of 8 from
the EM.

Dimitrakakis et al. (2017) utilize the log-likelihood as the utility under the EM such that
the EM reduces to the the model posterior distribution, £(6 | x), as the mechanism, M.
They specify conditions under which the Bayesian posterior distribution is a formally private
mechanism for generating synthetic data. They construct their posterior distribution from
the private data, x, and parameters, 6, used to generate the synthetic data. They show that
if the log-likelihood is Lipschitz continuous with bound A over the space of databases, x €
X" (the space of databases of size, n) and the space of parameters, § € ©, then the posterior
mechanism achieves an ¢ = 2A—DP guarantee for each posterior draw of 6, the model
parameter(s). However, Dimitrakakis et al. (2017) acknowledge that computing a finite A,
in practice, under the use of the log-likelihood is particularly difficult for an unbounded
parameter space. They specify relatively simple Bayesian probability models where the
Lipschitz bound is analytically available. Even in such simple model setting, Dimitrakakis
et al. (2017) require truncation of the support of the prior distribution to achieve a finite
A. Relatively simply-constructed differentially private Bayesian synthesizers are similarly
proposed by Machanavajjhala et al. (2008); Abowd and Vilhuber (2008); McClure and
Reiter (2012) and Bowen and Liu (2020). The utility performance to preserve the real data
distribution in the simulated synthetic data of these simple posterior mechanisms under a
truncated prior support may be severely compromised by truncation and over-smoothing
(induced by simple, parametric prior distributions).

Hu et al. (2021) design a record-indexed weight a; € [0, 1], which is set to be inversely
proportional to their construction for the identification risk probability of record, i; a data
record that expresses a relatively high probability of identification disclosure will receive a
likelihood weight, o, that is closer to 0, while a data record with a low disclosure probability
will receive a likelihood weight, «;, that is closer to 1. The vector weights & = (a1, -+, ap,)
are subsequently applied to the likelihood function of all n records to form the pseudo
posterior,

*(0]%,7) o [Hpme ]5(6)!7), (3)

where 6 denotes the model parameters, v denotes the model hyperparameters and £(-)
denotes the prior distribution. This construction employs a data record-indexed, risk-
based weight vector with weights € [0,1] to surgically downweight high-risk records in
estimation of a pseudo posterior distribution for €, subsequently used to generate and release
a synthetic record-level database. Hu et al. (2021) show that this selective downweighting
of records reduces the average of by-record risks as compared to an unweighted synthesis,
while inducing only a minor reduction in utility. Their risk measure is based on a calculated
probability of identification for a record. They cast a radius around the true data value
for each record and count the number of record values that lie outside of the radius, which
directly measures the extent that the target record is isolated and, therefore, easier for an
intruder to discover by random guessing. While this risk measure appeals to intuition, it
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is based on an assumption about the behavior of a putative intruder. By contrast, the DP
framework makes no explicit assumptions about the behavior or knowledge of an intruder.

This paper extends Hu et al. (2021) and Dimitrakakis et al. (2017) by constructing
weights a(x) = (ai(x),...,an(x)) where a;(x) o 1/supgeg |f(zi | )| that we show
achieves a formal privacy guarantee that they were not able to achieve.

The remainder of the paper is organized as follows: Section 2 introduces a pseudo
posterior mechanism using weights a plugged into Equation 3. We generalize Dimitrakakis
et al. (2017) by establishing a direct functional association between a Lipschitz bound, A,
for the pseudo posterior mechanism and a (¢ = 2A,)— DP guarantee. In Section 3, we
describe the computation details to produce a matrix of (absolute values for) log-likelihoods
estimated for the n records and S parameter draws taken from the unweighted posterior
distribution and their subsequent use to formulate a vector of record-indexed weights, a, for
a single observed database, x. We then discuss the procedure to use the a to estimate the
pseudo posterior distribution and the computation of the Lipschitz bound for the pseudo
posterior mechanism based on the observed or local database. We call a Lipschitz bound
constructed from a single (observed) database as a local Lipschitz. By contrast, we label a
Lipschitz guarantee that represents a uniform bound over the space of databases as a global
Lipschitz. Section 4 specifies formal conditions that guarantee the asymptotic contraction
of a local Lipschitz bound to the global Lipschitz bound over the space of databases. We
include a Monte Carlo simulation study that generates a collection of local databases and
shows that the infimum and supremum of the local Lipschitz bounds collapse together to a
global value as n approaches 1000. Section 5 focuses on our application to synthesizing the
family income variable of a sample from the Consumer Expenditure surveys administered
by the U.S. Bureau of Labor Statistics (BLS). This section presents the risk and utility
curves of locally differentially private synthetic data generated under the proposed pseudo
posterior mechanism, compared to the EM. We conclude with a discussion in Section 6.

2. Differential Privacy for the Pseudo Posterior

In this section, we specify the connection between achieving a global Lipschitz bound, A,
under our pseudo posterior mechanism of Equation (3) with weights a and an e— DP (or
global DP) guarantee (over the space of databases). We further re-purpose a result from
Wasserman and Zhou (2010) to extend a global DP guarantee for the mechanism generating
parameters, #, to the pseudo posterior predictive mechanism for generating synthetic data
that is based on integrating with respect to the globally DP privacy guaranteed pseudo pos-
terior distribution mechanism (used to generate the model parameters). After having shown
that achievement of a global Lipschitz under our pseudo posterior mechanism produces a
global DP privacy guarantee, we discuss constructing by-record weights used in our pseudo
posterior mechanism that are designed to be inversely proportional to the (absolute value
of) log-likelihood utilities computed over the parameter space. The log-likelihood for each
record represents its relative risk of identification disclosure for the record since it governs
the Lipschitz bound that defines the sensitivity. This construction of weights allows us to
achieve a global Lipschitz (linked to a global DP guarantee) without data or parameter
truncation.
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2.1 Preliminaries

We begin by constructing the probability space, (0, Sg), equipped with prior distribution,

£(0). Observe a database sequence, x = (x1,...,2,) € X™ under z1,...,x, ind Py,, for

some 0y € O, we formulate the pseudo likelihood,
n
= [T po. (z:)*™, (4)
i=1

for each # € © and x € X™. The pseudo likelihood exponentiates likelihood contributions
by a(x) = (a1(x),...,ay(x)), where a;(x) € [0, 1] denote weights that are constructed to
be inversely proportional to the local identification disclosure risk for each observed data
set record. These weights are subsequently used to selectively downweight the likelihood
contributions for records in proportion to the level identification disclosure risks that they
express.

Given the prior and pseudo likelihood, we construct the pseudo posterior distribution,

feeBp(cf(X)dﬁ(@) _ f(,EB e a0, dE(6)

ga(B | X) = ¢a(x) - f@e@ e_rn,a(ﬂ,e*)dﬁ(g) ’

()

where ¢™(x f9€@ pg (x)d&(0) normalizes the pseudo posterior distribution and

Tn,a (0,0%) = lel a;log {pg; (i)/pe,(x;) }, which is a generalization of the definition from

Bhattacharya et al. (2019) that uses a fixed, scalar weight to now incorporate risk-adjusted,

record-indexed weights, (a;)i=1,... » where each «;(x) depends on the closely-held data.
We formulate the ae—weighted log-pseudo likelihood,

Z az log Do l‘z) (6)

that we use to construct a pseudo posterior mechanism.

2.2 Main Results

Our task is to specify assumptions that guarantee our pseudo posterior mechanism achieves
an e—DP guarantee. In particular, we extend Dimitrakakis et al. (2017) to show a direct
relationship between the Lipschitz bound for the pseudo likelihood and the resulting e— DP
guarantee where both are a function of the record-indexed vector of weights, a, specified
by the data provider. We present a collection of related results in this section with all of
the associated proofs in Appendix A.

2.2.1 LINK THE GLOBAL LiPSCHITZ BOUND TO THE GLOBAL DP (GUARANTEE

In this section and corresponding sections in Appendix A, we use the explicit notation
a(x) to emphasize the dependence of the a; < 1 on the closely-held data, x. We begin by
extending the definition of DP from Dimitrakakis et al. (2017) to our a—weighted pseudo
posterior mechanism.
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Definition 4 (Differential Privacy under the Pseudo Posterior Mechanism)

S gat9(B )
up up ——~, 57 . ¢,
xeX" yeXn—1:4(x,y)=1 BEPo é‘a(y)(B ‘ y)

€

which limits the change in the pseudo posterior distribution over all sets, B € fg (i.e. So
is the o—algebra of measurable sets on ©), from the inclusion of a single record (under
the leave-one-out (LOO) distance, d(x,y) = 1, such that y differs from x by the omission
of a single data record). Although the pseudo posterior distribution mass assigned to B
depends on x, the € guarantee is defined as the supremum over all x € X™.

Our main assumption extends Dimitrakakis et al. (2017) to bound the log-pseudo like-
lihood ratio, uniformly, for all databases, y € X! that are at a LOO distance (i.e.
d(x,y) = 1), over all x € X™ and over all # € ©. The uniform bound defines a maxi-
mum sensitivity in the log-pseudo likelihood from the inclusion of a record. Our intuition
that the magnitude of this sensitivity for the log-pseudo likelihood ratio is directly tied
to the resulting e— DP guarantee of the pseudo posterior is confirmed in is confirmed in
Theorem 5 for pseudo posterior draws of 8 and in Lemma 6 for the subsequent generation
of a synthetic database from a draw of 6.

Assumption 1 (Lipschitz continuity)
Fixz some 6 € © and define a collection of record indexed mappings o(-): {X; — [0,1]},, for
records i = 1,...n and construct the Lipschitz function of 0 over the space of databases,

1%(0) 8 nf {w : ‘f;"(x)(x) — f(;)‘(y)(y) <w,VxeX"yexnt: i(x,y) = 1}.

Assumption 1 restricts © such that the Lipschitz function of 6 is uniformly bounded from
above,

02(0) < Ag =sup {£*(0)}.
fcoO

Since a(-) is a vector of record-indexed functions, a(x) and a(y) only differ for a single
record j when x and y only differ in one record. Then a(y) = a(x_;). We note that
the subscripting of A with « is a notational device that denotes a Lipschitz bound com-
puted using the log-pseudo likelihood, f;‘ () (x) as contrasted with A computed using the
unweighted posterior mechanism. We further note that our general result simplifies to that
of Dimitrakakis et al. (2017) by specifying e« = 1 and therefore £*(0) < A, < A.

We refer to A, as “global” over the space of databases, x € X™ and it represents
the sensitivity of the a—weighted pseudo likelihood of Equation (4) that we use as our
utility function. The Lipschitz function of 6 and a, £(6), is constructed using the pseudo

log-likelihood, fea () (x) that incorporates record-indexed weights, a(x), each of which is
< 1. Selecting an «; close to zero indicates strong downweighting of a highly sensitive
record for an unweighted posterior mechanism (with a high magnitude log-likelihood ratio
for some 6 € ©), which will reduce the sensitivity of that record under our pseudo posterior
mechanism. We see in our first two results that reducing the sensitivity of the log-likelihood
ratio directly improves (i.e. reduces the value of €) the e—DP guarantee.

Our next result directly connects the (global) Lipschitz bound, A, for the log-pseudo
likelihood of Assumption 1 to resulting DP guarantee, ¢ = 2A,, for each draw of 6 from
the pseudo posterior distribution.
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Theorem 5 ¥Vx € X"y € X" ! : §(x,y) = 1,B € Bo (where Bo is the o—algebra of
measurable sets on ©) under a-) with Ag > 0 satisfying Assumption 1:

£*X(B | x)
sup sup

S < exp(2A4), (7)
BeBe xexn,yexn—1:5(x,y)=1 ga(y)(B ‘ y) “

i.e. the pseudo posterior £ (.| x) is 2Aq—DP.

This result directly connects the global Lipschitz bound to the global DP guarantee and
will allow us to control the DP guarantee, indirectly, by setting the record-indexed weights,
a(x) = (a1(x),...,an(x)), that determines the Lipschitz bound.

Our next result extends our DP guarantee from pseudo posterior draws of 6 for models
that satisfy Assumption 1 to draws of synthetic data, { = ((1,-..,(n), constructed from
the model pseudo posterior predictive distribution. The generation of synthetic data is the
purpose for the pseudo posterior mechanism.

Lemma 6 Define P*¥)(¢ € C | x) = [P(( € C | 0,x)d¢*™ (0 | x) as the pseudo
posterior predictive probability mass for ¢ in set C € A" (the o—algebra of sets for X™),
constructed from our pseudo posterior model for 0 that satisfies DP with expenditure, €. Let
¢ =(C1,-..,Gn) bem independent draws from P*X) (¢ € C'| x). This defines a mechanism
for € that satisfies DP with expenditure € for any m < n.

We next formalize the method to construct our weighting scheme that characterizes our
pseudo posterior mechanism.

Assumption 2 (Risk-based Weighting for Pseudo Posterior Mechanism)

Fiz a value for n, the number of data records. Let m(-) be a monotonically decreasing scalar
function m : [0,00) — [0,1] such that m(0) =1, and m(oco) = 0. For every x € X™ choose
a mapping o(-) such that

o= m (suplfo (29 ). (®)

0cO

where fg (x;) is computed from the unweighted, non-differentially private posterior synthe-
sizer. Under this procedure for selecting risk-based weights, «;, i = 1,...,n, if fo(x;) is
non-finite for any x; and value of 0 € O, «; is set to m(oco) = 0, which removes the con-
tribution of database record, i, from the pseudo likelihood of Equation (4) used to formulate
the pseudo posterior mechanism of Equation (5).

The mapping m(:) in Assumption 2 includes threshold (m(z) = 1j..«}) as well as
smooth functions (m(z) = (z + 1)71), providing us the flexibility for how to implement the
weighting in practice. Since we remove the likelihood contributions for all database records
with non-finite log-likelihoods by setting their associated weights in our pseudo posterior
mechanism to m(oco) = 0, our mechanism is guaranteed to satisfy Assumption 1 with a
finite A < oo and thus be globally differentially private. This is a non-asymptotic result
at every m; however we want to estimate the global A, (and, therefore, €), rather than
simply knowing it exists.

We use Assumption 2 to implement our ae—weighted pseudo posterior mechanism. Fix
a database, x, and compute a record-indexed vector of log-likelihood ratios, |fg (x;)| and
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linearly transform them to |fy,| € [0,1] such that records with lower values for |fy |, that
indicate lower identification risks, produce values of ‘]Eg’i near 0. We, next, set a; = ¢ X
(1- ﬁ) + g where ¢ and g may be used by the data provider to scale and shift the weights,
respectively, restricted to «; € [0,1], Vi € (1,...,n) in order to achieve a desired Lipschitz
bound, A, x, for database, x and the local DP privacy guarantee of ex = 2A,x (Hu
et al. (2021) demonstrate the uses of ¢ and ¢ to fine tune the risk-utility trade-off in non-
differerentially private synthetic data settings). So the data provider indirectly controls the
local privacy guarantee by formulating the weights. We discuss an asymptotic method in
Section 4 that “discovers” a global Lipschitz bound and associated global € of an (e, 7)—
probabilistic DP guarantee from a local result. We show that the 7, the probability of
deviating from e— DP, contracts onto 0 for a sufficiently large sample size, n.

In our application to a local data set x we may want to use a weighting scheme a(x)
which mildly violates the stated conditions in Assumption 1. In particular, we consider
estimation of «; which weakly depends on z; for ¢ # j, where this dependence attenuates
asymptotically. For example, we use estimates of 6 from an unweighted posterior distribu-
tion which weakly depend on all values of x;. We see asymptotically that this dependence
decays as 6 collapses to a point, such that the results in this section apply to this case of
weak dependence among the «; except for minor updates to notation.

3. Computing a Local Lipschitz Bound

In this section, we describe the implementation algorithm to compute the pseudo likelihood
weights, a = (o, ..., ay) for a local database, x, from the unweighted synthesizer and the
subsequent computation of the local Lipschitz bound, Aq x, associated with the pseudo
posterior mechanism. In Section 3.1, we lay out the connection between the scalar-weighted
pseudo posterior mechanism and the EM, with a discussion of the implications on the data
utility of locally differentially private synthetic data generated under the two mechanisms.

1. Compute weights o

(a) Let |fp,i| denote the absolute value of the log-likelihood computed from the
unweighted pseudo posterior synthesizer for database record, i € (1,...,n) and
MCMC draw, s € (1,...,5) of 6.

(b) Compute the S x n matrix of by-record (absolute value of) log-likelihoods, L =

{|f037i }izl,...,n7 s=1,...,8"

(c) Compute the maximum over each S x 1 column of L to produce the n x 1
(database record-indexed) vector, £ = (f1,..., fn). We use a linear transforma-
tion of each f; to f; € [0,1] where values of f; closer to 1 indicates relatively

. . . . . s L. Fo_ fi—min; f;
higher identification disclosure risk: f; = W

(d) We formulate by-record weights, o = (a1, -+, ay),

Oéi:CX(].*fi)‘Fg, (9)

where ¢ and g denote a scaling and a shift parameters, respectively, of the a; used
to tune the risk-utility trade-off. If we set scaling tuning parameter, ¢ = 1 and
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shift tuning parameter, g = 0, then each «; is simply (1— ﬁ) such that the pseudo
likelihood weights are solely a function of the record-indexed log likelihoods. As
discussed in Hu et al. (2021), decreasing ¢ < 1 will compress the distribution of
the (a;) while setting g < 0 will shift downward the distribution of the weights
such that more weights will be close to 0. We use truncation to ensure each
a; € [0,1]. These a satisfy a slightly weaker asymptotic form of Assumptions 1
and 2.

We will show in Section 5 the effects of different configurations of ¢ and g on the
risk and utility profiles of the differentially private synthetic data set for the CE
sample, generated under our proposed aa—weighted pseudo posterior mechanism.

2. Compute Lipschitz bound, Aq x

(a) Use a = (a1,...,0p) to construct the pseudo likelihood of Equation 4 from
which the pseudo posterior of Equation 5 is estimated. Draw (6;)s=1,..s from
the a—weighted pseudo posterior distribution.

(b) As earlier, compute the S x n matrix of log-pseudo likelihood values, L* =

o
{|f95’l|}i:1,...7n, 5:17~~-7S
(c) Compute Aa,x =

3. Draw synthetic data, ¢, from the pseudo posterior distribution

(a) Using the (0s)s=1,..s drawn from the ce—weighted pseudo posterior distribution
estimated in the earlier step, randomly sample ¢ = 1,...,(m = 20) parameter

values and draw synthetic data value, (p; nd po, () for parameter draw ¢ €
(1,...,m) and database record ¢ € (1,...,n). This step accomplishes a draw
from the pseudo posterior predictive distribution.

(b) Release the synthetic data, ¢ = ({1, -+ ,{m), in place of the closely-held real
data, x

Our pseudo posterior mechanism indirectly sets the local DP guarantee, 2A, x through
the computation and subsequent scaling and shifting of the likelihood weights, «

3.1 Exponential Mechanism Reduces to Scalar Weighting

Wasserman and Zhou (2010); Zhang et al. (2016); Snoke and Slavkovic (2018) use the EM
to generate synthetic data with privacy guarantees from a non-private mechanism. Suppose
we start with a non-private mechanism, such as an unweighted posterior synthesizer,

§(0 | x,7) o [Hpme] 017). (10)

Under the set-up of Zhang et al. (2016) that uses the log-likelihood function as the
utility function, i.e. u(x,0) =log ([, p (z; | 8)), the EM generates private samples from

i o exp <e log (HZ?AP (; | 9))) €0 7), (11)

10
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where the prior, £(6 | 7y), is chosen as the “base” distribution as specified by McSherry and
Talwar (2007) that ensures the EM produces a proper density function. Furthermore,

exp ( - (HBZP e 9”) 017) = explog(][p(zi|9))2)¢(0 [ )

=1

_ <Hp($i | e>22> £01), (12)
=1

which demonstrates that the EM under a log-likelihood utility is equivalent to a risk-
adjusted, scalar-weighted pseudo posterior synthesizer with scalar weight 5%, where a; =
sx> Vi € (1,...,n). Wang et al. (2015) derived this same scalar-weighted result in their
implementation of a gradient descent algorithm to sample the EM under a pseudo log-
likelihood utility.

Using a scalar weight, a; = 5%, Vi € (1,...,n), shown in Equation (12), we expect
a resulting lower utility for synthetic data draws under this mechanism than we do under
our aa—weighted pseudo posterior shown in Equation (3), which uses a vector of record-
indexed weights. The a—weighted pseudo posterior is more surgical and concentrates the
downweighting to records with higher risk, whereas the EM must downweight all records the
same amount. Downweighting all records the same amount will be conservative because the
scalar weight is based on the worst case sensitivity, A, over the entire database of records
and the parameter space, which is required to achieve a local DP privacy guarantee, and
not tuned to the risk (f;) of each record.

The re-casting of the EM as a scalar-weighted pseudo likelihood under a log-likelihood
utility also provides insight into why our aa—weighted pseudo posterior mechanism sets the
e— DP guarantee indirectly through specification of the vector of weights, o = (arq, ..., ap),
that determines Ay, which in turn, determines ¢ = 2A,. Since the commonly-used EM
utilizes a single, scalar weight for all records, it is straightforward to directly set €, but at a
tremendous loss of efficiency in terms of risk-utility trade-off as compared to the aa—weighted
pseudo posterior mechanism. So our mechanism achieves a higher utility for an equivalent
guarantee, e.

We illustrate in Section 5 the reduction in utility of the local differentially private syn-
thetic data set generated under the EM, compared to that generated under our proposed
a—weighted pseudo posterior mechanism, at an equivalent privacy guarantee for both mech-
anisms.

4. Turning A Local Bound into A Global Bound

In this section we proceed to demonstrate that a local Lipschitz bound or sensitivity, Aq x,
computed on observed database, x, contracts on or becomes arbitrarily close to A, the
global Lipschitz bound or supremum over the space of databases, X", for sample size, n,
sufficiently large.

4.1 Asymptotic Convergence of Local Lipschitz to Global Lipschitz

Although our DP result is non-asymptotic for every n, in the sense that we have earlier
shown that a finite global A4 is guaranteed to exist under our a—weighted pseudo posterior
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mechanism, we nevertheless do not know its value. We employ asymptotics to learn the
global Lipschitz bound, Ay, to any degree of desired precision. We develop a contraction
result for any a—weighted pseudo distribution to demonstrate under a set of conditions that
convergence of the pseudo posterior distribution leads to asymptotic convergence of the local
Lipschitz bound, Aq x, to the global bound, Ay in Py, —probability for n sufficiently large.

Our asymptotic contraction of the local Lipschitz bound onto the global Lipschitz bound
(that has a direct functional relationship to the global privacy guarantee, €) does not provide
a global e— DP guarantee because there is the possibility of leakage of private information,
m, at any fixed sample size such that our computed € on a local database may be exceeded.
Therefore, we employ our asymptotic result on the contraction of Lipschitz bounds to claim
an (e, m)— probabilitistic DP guarantee where 0 represents a probability that there are
some databases in the space of databases for which € is exceeded. Under our asymptotic
contraction of local Lipschitz bounds to the global bound, we achieve that 7 contracts onto
0.

We formally introduce a definition for probabilistic differential privacy (pDP) that
adapts the formulation of Machanavajjhala et al. (2008) to our a—weighted pseudo posterior
mechanism.

Definition 7 (Probabilistic Differential Privacy) Let € > 0 and 0 < w < 1. We say
that our pseudo posterior mechanism is (e, )-probabilistically differentially private (pDP)
ifvx € X",

Pr(x € Disc(x,€)) <,

where the probability is taken over x € X™ and Disc(x, €) denotes the disclosure set,
{x € X" : suppeg, log (%) > €, Vy :0(x,y) = 1}, the subspace of X" where our
a—weighted pseudo posterior mechanism exceeds an e—DP guarantee.

This definition constructs a probability for the event that there are any databases in
the space of databases for which our pseudo posterior mechanism exceeds € under the leave-
one-out (LOO) distance. We recall that our vector weights, ¢ = (o, ..., ®,) determine
Aq, which indirectly sets € < 2A4. Our asymptotic result on the contraction of the local
to global Lipschitz bound, presented in this section, reveals that w, which represents the
(maximum) probability that e— DP is exceeded, limits to 0 in Py, — probability.

We verify our theoretical result by conducting a simulation study in Section 4.5 that
demonstrates the contraction of the distribution for the local A x for a relatively moderate
sample sizes. Furthermore, we suggest a procedure for selecting a global € that would result
in a very small-to-negligible .

4.2 Preliminaries

We next demonstrate the frequentist properties of our pseudo posterior Bayesian estimator.
We generalize the result of Bhattacharya et al. (2019) developed for a fixed, scalar weight
to our vector of record-indexed weights that depend on the closely-held data. Suppose

T1,...,Tn ind Py, for 8y € ©. Under frequentist consistency, the x = (x1, ..., zy) are random
with respect to Py, (for fixed 6p), so taking probabilities and expectations with respect to
Py, requires us to address the dependence of a; on x to construct the contraction rate for

12
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correctness and thoroughness. We drop the notation denoting the explicit dependence of
a;(z;) for exposition of our consistency results in the sequel and just use «; for readability
when the context is clear.

Since our pseudo posterior formulation induces misspecification, we allow the true gen-
erating parameters, 0y, to lie outside the parameter space, ©. We will show in the sequel
that our model contracts on §* € © in Py, —probability, where 6 is the point that minimizes
the Kullback-Liebler (KL) divergence from Py ; that is,

0* = arg min D (p97p90) ’ <13)
0coO

where D(p,q) = [ plog(p/q)du for dominating measure, p.
Our asymptotic result on the contraction in Fy,—probability relies on bounding the
a—Rényi divergence measure,

eoa (6,0%) ZDQOW (9,0%) —Z

1
1 IOg {Aao,a,i (97 ‘9*)} ) (14)

@i
where Ag, o (6,0%) = [ <§si> Pa,,idp; under dominating measure y; is defined as the

a—alffinity for record, x;, such that A((;;?a (0,0%) = TIi-; Aoy, (0,0%), the a—affinity for
the product measure space, where we have updated definitions from use of a scalar, «, to
record-indexed «;.

The posterior probability of the a—Rényi distance between § € © and the point 6*
limits to 0 at a rate that is a function of n for any weighting scheme, a(x), where the
construction of a depends on the observed data, x, as does ours. We require the following
two conditions to achieve contraction of the local A, x to the global Agy:

Assumption 3 (Prior mass covering truth) We construct a KL neighborhood of 6* with
radius, n,with,

By, (07,m;00) = {9 €0O: Z/peo,i log (po: /pe,) dpi < nap”,
=1

n
> / Poo.i log? (po: /pa,) dpi < } (15)
i=1

Restrict the prior, £, to place positive probability on this KL neighborhood,

€ (By (6, 1:60)) > "% (16)

Assumption 4 (Control size of o) Let Ay := {i:a; <1750 €1,...,n} and ny = |A,],
where |A,| denotes the number of elements in A,,. Let
Qn = { ai=a™>175i€e1,... ,n} for some constant o™ and ng = |Qnl.

limsup |4, | = limsupng = O (n%) , with Py,—probability 1,
n n
1

limsup(1 — a(”)) =0 <nQ2> , with Pg,—probability 1,

n
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such that for constants C1,Cs > 0 and n sufficiently large,

sup |[A,| < Cln%,
n

sup(1 —a™) < C’ngné%.
n

These two assumptions are required for consistency of our ae—pseudo posterior mechanism
at 0*. The first assumption requires the prior to place some mass on a KL ball near 6* as
defined in Equation (13). The second assumption outlines a dyadic subgrouping of data
records, where A, contains those records whose likelihood contributions are downweighted
to lessen the estimated identification disclosure risk (and improve privacy) for those records
in the resulting synthetic data. The second subset of records, @,,, contains those records
that are minimally downweighted due to nearly zero values for identification disclosure risks.
Since a; < 1, Vi € (1,...,n), the constant value, o™, for all units in Q,, approaches 1 from
the left. We show that the consistency result to 8* for the synthesizer is dominated by
the likelihood weighting for records in the downweighted set, A,. Assumption 4 restricts
the number of downweighted records (where o; < 17) to grow at a slower rate than the
sample size, n, such that the downweighting becomes relatively more sparse. Our experience
demonstrates that when weights are constructed based on disclosure risks, downweighting
is confined to isolated records, which are sparse.

Theorem 8 (Contraction of the a—pseudo posterior distribution).
Let oo = (a1 € [0,1],..., a5 €[0,1]). Define ay, := max a; € [0,1] and oy := mi‘n a; € [0,1].
1€

n 7 n

Let Dgoz’Aa) (0,0%) = > ica, Dog,ai and Dégﬁ), (0,0%) = >_icq, Doy1-,i- Let 0% be as defined

in Equation (13). Assume that T, satisfies nt2 > 2 and suppose Assumptions 5 and 4 hold.

Let C7 = \/2+C’12+C'§ > /2. Then for any D > 2 and t > 0,
1 n n _
1% (n [(1 — ) DY) (0.6%) + (1 - o)D) (9,9*)} > (D + 3t)73\x) <R (17)
hold with Py,—probability at least 1 — [(af + 2)(C})? /a2, x 2/ {(D +t — 1)*n72}].

Since (1—al™) = O(nél/Z), while n4 = O(n'/?), the first term dominates with increasing n,
so that the (1—a,,)~! is the dominating penalty on the 7,, contraction rate of the cc—pseudo
posterior onto #*. Even though the downweighting becomes relatively more sparse due to
Assumption 4, it is the maximum value of «; for ¢ € A, on the set of downweighted
records that penalizes the rate. We observe that the rate of contraction is injured by factor,
(1 — )t Since o; < 17, Vi € A, our result generalizes Bhattacharya et al. (2019) to
allow a tempering of a portion of the posterior distribution and there is a penalty to be
paid in terms of contraction rate for the tempering. Since we induce the misspecification
through the weights, «, the distance of the point of contraction, * from the true generating
parameters, 6y, and the contraction rate on this point are both impacted by the induced
misspecification. The requirement for increasing sparsity in the number of downweighted
record likelihood contributions, however, ensures that 8* will be relatively close to 6y that
produces a high utility for our (pseudo posterior) estimator.

If we plug in for 7,, we see that our contraction of © to 0* occurs at a rate that is of
O(n~1/?).
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4.3 Contraction of Local Lipschitz bound onto Global bound

Asymptotically Theorem 8 guarantees that the space § € © collapses onto 8* for n suffi-
ciently large. The space of databases, X", drawn under this distribution collapses unto a
single distribution, & 2 pe (x]0*) with density p™(z|6*) o exp(f§:(x)). The term & denotes
the risk-corrected version of x under which high disclosure risk records are less likely to be
drawn due to their downweighting. High-risk records are isolated relative to other records
located in regions of the unweighted generating distribution, Fp,, of low-probability mass,
such as the tails. Since the contraction of the pseudo posterior distribution induces the col-
lapsing of the parameter space to a point and the space of databases to a single distribution
(conditioned on #*) for large n, this result guarantees that the local Lipschitz bound, Aq x
and the the global bound A, contract together for n sufficiently large. First, we revisit the
different forms of the A bound:

Aq = sup {inf {w : ‘fea(xi)(a:i) <w,Vr; €x, Vx € X”}} (18)
0O
= GNEB(%X) {inf {w : ‘f;!(xi)(xi) <w,Vr; €x, Vx € X"}} (19)

(20)

The formulation of Ay, comes directly from Assumption 1. This is a bound of the a-
weighted log-likelihood over the full support of both # and x. Note that we can replace the
sup over © in Equation 18 with the sup over infinite draws from the pseudo posterior to
achieve the same result in Equation 19 because the support is still the entire space, O, for
any finite n.

The local Aq x in Equation 21 is a random quantity based on only the observed values
x; from n draws from the generating distribution P(x|fy), and a fixed finite number S of
draws s from the posterior £%(0|x). Finally, AZ’y in Equation 22 expresses the bound of
the log-likelihood based on the observed database values evaluated at the limiting point 6*.

Bax =, e, {nf {o: |57 @

<w,ie{l,...n}a~ P(:r|00)}} (21)

Ay x = inf {w : )fci(zi)(xi)

<w,ic{l,...c0}a~ P(az|90)} (22)

Then based on Theorem 8 both Py, {|Aqx — ALy | > 0} = 0 and Py {|Aa — AZ,| >

0} — 0 because the pseudo posterior degenerates to a point mass at 6*. Thus
Py {|Aax — Aa| >0} =0 (23)

Assumption 2 ensures a formal privacy guarantee since A, < 00, by construction, and
the asymptotic result guarantees that the local A, x will get arbitrarily close to the global
Aq where € = 2A. For alarge n, then, Ag x — Ay becomes independent of x € X™, where
we recall that e = 2A,. This contraction of the local Lipschitz bound onto a global value
that determines the privacy guarantee, €, indicates that 7 of our (¢, 7)— pDP guarantee in
Equation 13 contracts onto 0 at O(n*1/2) rate at which Aq x contracts onto A,. To speed
convergence and add stability for Aq x for finite n, we consider employing a threshold M for
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the a-weighted log-likelihood, such that ‘ fea (xi)(q:i) > M is replaced by 0, through setting

To make intuitive the rate of contraction of m to 0 at O(n~'/2), we conduct a Monte
Carlo simulation study next to develop a distribution of local Lipschitz bounds from which
we compute the local Lipschitz, Ay x, each at an increasing sequence of sample sizes, n.
We reveal that the distribution over local Lipschitz bounds contracts together onto a single
global value, demonstrating the local-to-global contraction as n increases. In particular, the
use of the M threshold greatly stabilizes and speeds convergence.

4.4 Asymptotic Differential Privacy Guarantee

We have noted that Theorem 8 induces the contraction of Ag x computed on database,
X, to the global Lipschitz bound, A,. This contraction is driven by the collapsing of the
parameter space, ©, to a point, 8%, asymptotically in data size, n.

Our implementation for computing the by-record Lipschitz bound, sup |f(x; | 0)|, on
0cO
a database relies on this asymptotic convergence. For implementation on a database we

evaluate sup |f(z; | 0); that is, we compute the supremum of the absolute value of
0egx(0]x

the log—likefih(o‘o()i over the subset of © that receives positive posterior mass. This subset
shrinks to a point for n sufficiently large, making our treatment conservative for large n.
Our de facto truncation of © to that subset receiving positive posterior measure is similar
to the probabilistic Lipschitz condition of Assumption 2 in Dimitrakakis et al. (2017); only,
in our implementation of differential privacy guarantee is asymptotic such that we rely on
the shrinking of the size of © with increasing n to state our privacy guarantee. Our use of
a threshold M speeds this convergence, making it useful for moderate sample sizes. This
indirect truncation of © is much simpler to implement compared to specifying a meaningful
truncated prior distribution in high-dimension.

4.5 Simulation Study

We next utilize a Monte Carlo simulation study by fixing a sample size, n, and repeatedly
generating a count data sample from a Poisson generating model. We proceed to compute
the local Lipschitz bound for each sample database for the ae—weighted pseudo posterior
mechanism and also the unweighted posterior synthesizer to provide a comparison. This
procedure gives us a distribution of the local Lipchitz bounds across databases of size n.
We repeat this process for an increasing sequence of sample sizes, n = 100 * 4(0.1,2,3) —
(100, 400, 1600, 6400).

In addition to computing the local Lipschitz bounds at each n for the a—weighted
pseudo posterior mechanism, we introduce an extension to our pseudo posterior mechanism
that truncates the weight, «;, for each likelihood contribution in the following procedure:

1. Compute weights, a, for local database, x, using the procedure of Section 3. We
first compute f; (the maximum of absolute log-likelihood values for record, i, over the

sampled values of ;) for each database record, i € (1,...,n), from the unweighted
poicteripr fmechanism. Then using the linear transform, «; = 1 — f;, where f; =
;—min; f;

max; f;j—min; f;°
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2. We add a step to truncate the weight for any record whose weighted log-pseudo
likelihood value is greater than some threshold, M, to 0, completely removing the
likelihood contribution for record i. We accomplish this truncation by forming a
weighted absolute log-pseudo likelihood for each record, ¢, as a; X f;. If a; X f; > M,
we set final weight, ] = 0; otherwise we leave o] = o; unchanged. The motivation for
this method is to more tightly control or correct the local Lipschitz to M that we will
observe in the sequel speeds convergence. We choose M based on oracle information
based on experience with databases of similar types.

The use of a threshold, M, to truncate weights is a stricter implementation from our weight-
setting procedure of Assumption 2. We recall that this assumption guarantees the existence
of a global Lipschitz because for every database it sets the weight for a record with a
non-finite absolute log likelihood to 0. In this stricter implementation, we set o) = 0 if
its weighted absolute log-pseudo likelihood is > M, where we choose M based on oracle
information based on experience with databases of similar types.

Using the means model for Poisson distributed data, y ~ Pois(u) (with g = 100) our
simulation procedure is, as follows.

1. For sample size, n € {100,400, 1600, 6400}, repeat the following Monte Carlo proce-
dure to generate a distribution of local Lipschitz bounds:

2. Forr=1,...,400:

e Generate y, ~ Pois(1), each of size n.

e Compute the local Lipschitz bound, Ay, for the unweighted, ao—weighted, and
M —truncation-weighted pseudo posterior mechanisms.

e Construct the distribution of Ay y, and note the maximum of the distribution
and difference between the maximum and minimum values of the distribution of
the local Lipschitz bounds at each sample size, n.

3. Assess contraction of the max, Aqy, to a single (global) value and whether the min-
imum and maximum values collapse together.

To assess the contraction of the maximum point in the distribution of local Lipschitz
bounds to the global Lipschitz bound, we repeat the simulation above using sample sizes
n = (100,400, 1600, 6400). Figure 1 compares the distributions across the R = 400 replica-
tions for the unweighted (labeled as “Unweighted”), a—weighted (labeled as “Weighted”)
that does not use truncation of weights and the truncated weighted at M (labeled as
“Weighted-M”) mechanisms, from left-to-right. The distribution of local Lipschitz bounds
for the Unweighted mechanism increases (or drifts) with larger sample sizes. The Weighted
mechanism (that includes no weight truncation) shows a pronounced decrease in drift in
the maximum Lipschitz of local databases over the increasing sample sizes as compared to
the Unweighted mechanism, though even at sample size, 6400, there is still a small, though
decreasing drift of the maximum Lipschitz. By contrast, the Weighted-M mechanism, un-
der setting M = 3.5, demonstrates rapid contraction of both the minimum and maximum
local Lipschitz values onto M. This is still a probabilistic formal privacy result because the
local Lipschitz values are not strictly bounded below M due to sampling variability of 6.
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The maximum of the distribution of local Lipschitz bounds at each sample size is slightly
larger than M, indicating that our guarantee is probabilistic. While both the Weighted
and Weighted-M local Lipschitz bounds contract at O(n~'/?), the multiplicative constant
of the contraction rate is much smaller for Weighted-M because of the truncation to an
asymptotic global Lipschitz of M defined by the owner of the closely-held data.

Figure 2 presents the distributions for the averages of the mean parameter, u, over the
R = 400 Monte Carlo iterations. We see there is some utility loss relative to Unweighted and
Weighted under use of Weighted-M, though the resulting utility is still relatively robust. The
deterioration of the utility for Weighted-M as n increases (as represented by the growing
dissimilarity of the pseudo posterior distribution for p to that under Unweighted) is a
conservative result because we use the same M = 3.5 for all sample sizes. Yet, the DP
guarantee is based on the space of databases at a particular sample size, n, and M will
be set based on agency experience with a particular class of data (e.g., monthly survey
responses) that all have very similar values for n.
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Figure 1: Distribution of the maximum observed Lipschitz bound Ay for each of sample
sizes (100,400, 1600, 6400) from R = 400 realizations of pseudo posterior samples
of (left to right) unweighted, weighted, and weighted-M (M — truncated weights).
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Figure 2: Distributions of the average of mean parameter p for each of sample size
(100, 400, 1600, 6400) from R = 400 realizations of pseudo posterior samples of
(left to right) unweighted, weighted, and weighted-M (M — truncated weights).
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4.6 Recommendation for Setting a Global ¢ from a weighted— M Lipschitz

Although we have demonstrated an O(n~'/2) contraction rate of = (the probability of
exceeding e— global DP), in theory, and have further illustrated this convergence in our
above simulation study, it is difficult in practice to discover at what sample size under a
specific synthesizer that one may declare the local Lipschitz to be global. For typically
used sample sizes > 1000 we suggest to take the Weighted-M Lipschitz and employ a
multiplicative “factor of safety”, s € (1,1.05), to develop an upper, global bound that, in
turn, determines € because the contraction is extremely rapid. If the sample size is < 1000,
we recommend to set multiplicative s’ € (1.05,1.10).

5. Application to the CE Sample

We introduce the CE sample of consumer units (CU) or households in Section 5.1, where
our goal is to synthesize a highly-skewed continuous variable, family income, under a local
DP guarantee provided by our aa—weighted pseudo posterior mechanism. In Section 5.2,
we present risk and utility profiles of synthetic data drawn from our a—weighted pseudo
posterior mechanism, along with comparisons to the EM, the non-differentially private
risk-weighted synthesizer of Hu et al. (2021) and the unweighted posterior mechanism.
Section 5.3 presents privacy and utility results with different scaling and shifting, (¢, g),
configurations for vector weights in Equation (9) to sketch out a risk-utility curve for our
a—weighted pseudo posterior mechanism that we compare to that of the EM. A risk-utility
curve provides the Bureau of Labor Statistics (BLS) options for selecting a risk-utility
setting that matches their policy objectives.

5.1 The CE Sample and Unweighted Synthesizer

Our application of the ae—weighted pseudo posterior mechanism focuses on providing pri-
vacy protection for a family income variable published by the CE. The CE is administered
by the BLS with the purpose of providing income and expenditure patterns indexed by
geographic domains to support policy-making by State and Federal governments. The de-
scription of the CE sample included here closely follows that in Hu et al. (2021). The CE
contain data on expenditures, income, and tax statistics about CUs across the U.S. The
CE public-use microdata (PUMD)! is publicly available record-level data, published by the
CE. The CE PUMD has undergone masking procedures to provide privacy protection of
survey respondents. Notably, the family income variable has undergone top-coding, a pop-
ular Statistical Disclosure Limitation (SDL) procedure that may result in reduced utility
and insufficient privacy protection (An and Little, 2007; Hu et al., 2021).

The CE sample in our application contains n = 6208 CUs, coming from the 2017 1st
quarter CE Interview Survey. It includes the family income variable, which is highly right-
skewed and deemed sensitive; see Figure 3 for its density plot. The CE sample also contains
10 categorical variables, listed in Table 1. These categorical variables are deemed insensitive
and used as predictors in building a flexible synthesizer for the synthesis of the sensitive
family income variable.

1. For for information about CE PUMD, visit https://www.bls.gov/cex/pumd.htm.
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Figure 3: Density plot of Family Income in the CE sample.

Variable Description

Gender Gender of the reference person; 2 categories

Age Age of the reference person; 5 categories

Education Level Education level of the reference person; 8 categories
Region Region of the CU; 4 categories

Urban Urban status of the CU; 2 categories

Marital Status Marital status of the reference person; 5 categories
Urban Type Urban area type of the CU; 3 categories

CBSA 2010 core-based statistical area (CBSA) status; 3 categories
Family Size Size of the CU; 11 categories

Earner Earner status of the reference person; 2 categories

Family Income  Imputed and reported income before tax of the CU;
approximate range: (-7K, 1,800K)

Table 1: Variables used in the CE sample. Data taken from the 2017 Q1 Consumer Expen-
diture Surveys.
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To generate partially synthetic databases for the CE sample with synthetic family in-
come, we use an unweighted, non-private synthesizer: a flexible, parametric finite mixture
synthesizer. This finite mixture synthesizer has been shown to produce synthetic data char-
acterized by a high utility, but also with an unacceptable level of disclosure risk (Hu et al.,
2021). We leave the details of the synthesizer in the Appendix B for brevity and direct
interested readers to Hu et al. (2021) for further information.

5.2 Risk and Utility Comparisons

To generate synthetic data and compare results, we apply four synthesizers: 1) the un-
weighted, non-(locally) private synthesizer, labeled “Unweighted”; 2) the locally private
synthesizer under the a—weighted pseudo posterior mechanism, labeled “DPweighted”,
with configuration (¢,g) = (0.7,0.0); 3) the locally private synthesizer under the EM, la-
beled “EMweighted”, which is designed to privacy target, €, achieved by “DPweighted”; 4)
and the weighted, though non-(locally) private pseudo posterior synthesizer proposed by
Hu et al. (2021), labeled “Countweighted”, that utilizes their method for measuring the
by-record disclosure risk (based on an assumption about the behavior of an intruder). We
use o to denote the risk-adjusted record-indexed weights calculated in the Countweighted
method. The labels are used throughout the remainder of this paper when presenting
various risk and utility results.

We first look at the risk profiles of the four synthesizers. Figure 4 plots the distributions
of the Lipschitz bounds, Ag,’s, for each of the four synthesizers computed by taking the
maximum of the S log-likelihood ratios for each record, i = 1,...,(n = 6208) over the S
draws of 6 from it’s posterior distribution. The maximum value of the (A,,) over all of the
records is denoted as Ay, the Lipschitz bound for the mechanism.

The Unweighted, non-private synthesizer clearly has the highest maximum Ay with
Apnweighted = 78.7. The other non-private Countweighted synthesizer achieves a much lower
maximum Ay with Aq, countweightea = 11.17. The large reduction in the Countweighted
synthesizer owes to the positive correlation between by-record weights, a., where each a; is
computed as the probability that the value for each target record is relatively isolated from
that of other records used in the Countweighted synthesizer, on the one hand, with the by-
record log-pseudo likelihood ratio bounds used for the DPweighted mechanism, on the other
hand. DPweighted denotes our aa—pseudo posterior mechanism. The two locally private
synthesizers both achieve even lower maximum Ax: Aq ppweighted = 10.1, Aq EMweighted =
10.2, indicating the best risk profiles. The EMweighted mechanism was estimated by setting
the scalar with a target ex = 2A4 x, the local privacy guarantee (expenditure) achieved by
our DPweighted mechanism with Lipschitz Aqx. Our intent is to compare the utility
performances between the two private mechanisms (DPweighted and EMweighted) where
each achieves an equivalent privacy guarantee. It bears mention that while the DPweighted
under the pseudo posterior mechanism and the EMweighted under the EM achieve similar
maximum local Lipschitz bounds, which governs the local DP guarantee, the EM tends to
produce notably lower risk for most records than the DPweighted mechanism. The lower
record-indexed risk for EMweighted as compared to DPweighted is evident in the flattened
shape of the violin plot for EMweighted. The EM sets the scalar weight based on the risk
of the worst case over all records because the same level of downweighting must be applied
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Figure 4: Violin plots of the distribution of the Lipschitz bounds, Ay’s, for syn-
thetic data generated the four synthesizers. The corresponding maximum

Ay values are: AUnweighted = 787, Aoc,D]:’weighted = 10-1aAEMweighted
1027 AaC,C’ountweighted =11.17.

to all records in contrast with the by-record weighting under of our ae—weighted pseudo
posterior mechanism in DPweighted.

Figure 5 and Figure 6 show a collection of violin plots of the distribution (obtained from
re-sampling) for each of the mean and the 90th quantile statistics, respectively, estimated on
the synthetic data generated under each of our four synthesizers and also on the closely-held
confidential (real) data for comparison, labeled “Data”. These figures allow us to compare
the utility performances across our synthesizers by the examination of how well the real
data distribution for each statistic is reproduced by the synthetic database for each of our
synthesizers. For the synthesizers, a set of m = 20 synthetic databases were generated and
the distribution for each statistic was estimated on each databases (under re-sampling). The
resulting barycenter of the individual distributions in the Wasserstein space of measures was
computed by averaging the quantiles over the M databases (Srivastava et al., 2015). Our
privacy guarantees apply to each synthetic draw from our mechanism, so the total privacy
expenditure is that for each database shown in Figure 4 multiplied by m. We compute
utilities over m = 20 synthetic databases to fully capture the uncertainty in the synthetic
data generation process from the (pseudo) posterior predictive distributions. Generating
multiple synthetic databases are also standard practice in the research and practice of
synthetic data using Bayesian synthesizers (Reiter and Raghunathan, 2007). We note that
the distribution of each statistic for a single synthetic database is very similar.

The DPweighted synthesizer outperforms the EMweighted and Countweighted mech-
anisms in utility preservation. First, especially evident in Figure 6, DPweighted (the
a—weighted pseudo posterior mechanism) provides better estimates than EMweighted (the
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Figure 5: Violin plots of the mean estimation of the confidential CE sample and the four
synthesizers.
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Figure 6: Violin plots of the 90th quantile estimation of the confidential CE sample and
the four synthesizers.
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scalar-weighted EM). The notably deteriorated utility preservation of the EM derives from
the setting that scalar weight applied to all records based on the highest risk records as
earlier discussed. Since both mechanisms achieve the same maximum Lipschitz bound Ay,
which governs the local DP guarantee, these results indicate that the EM has to compro-
mise a large amount of the utility to achieve a similar local DP guarantee compared to the
a—weighted pseudo posterior mechanism.

Second, while the non-private Unweighted synthesizer and the locally private DPweighted
synthesizer provide equally good estimates for both the mean and the 90th quantile, the
much greater Lipschitz bound of the Unweighted synthesizer shown in Figure 4 indicates
a much worse balance for the utility-risk trade-off as compared to DPweighted. The third
minor point is that the Countweighted synthesizer, albeit non-locally private, achieves only
a slightly higher maximum Lipschitz bound compared to our private DPweighted synthe-
sizer. However, its utility preservation is worse, especially evident in Figure 6 for the 90th
quantile estimation.

In summary, our private DPweighted mechanism outperforms the other three synthesiz-
ers to achieve a highly satisfactory risk-utility trade-off balance. We next explore different
scaling and shift configurations of (¢, g), introduced in Section 3, to sketch out the risk-utility
curves for DPweighted and EMweighted.

5.3 Mapping DP Risk and Utility Curves

We conclude by applying the scaling parameter, ¢, and the shift parameter, g, to the
distribution of weights, a, used in our a—weighted pseudo posterior mechanism in order
to enumerate the risk-utility curve to support the choice of a (and, hence, Aq x, and ex).
Having such a risk-utility curve would allow the BLS (or, more generally, the owner of the
closely-held private database) to discover the setting configuration that best represents their
policy goal for the level of privacy protection sought. We compare the risk-utility mapping
produced by the a—weighted pseudo posterior mechanism to that of the EM, which we
recall reduces to a scalar-weighted pseudo posterior under use of the log-likelihood as the
utility measure. As discussed in Hu et al. (2021), applying a scaling constant, ¢ < 1, will
induce a compression in the distribution of the weights while apply a scaling g < 0 will
induce a downward shift in the distribution of the record-indexed weights. We apply the
scaling and shifting in a manner that uses truncation to ensure each of the resulting weights
are restricted to lie in [0, 1].

Each violin plot in Figure 7 presents a distribution of the 90th quantile for a synthetic
database generated under a particular (¢, g) configuration. The sequence of plots from left-
to-right are ordered from less scaling and shifting (with a relatively higher or looser level for
the privacy guarantee) to more scaling and shifting (with a relatively lower or tighter level
for the privacy guarantee). The specific local sensitivity or Lipschitz value, Aq x, associated
with each configuration are shown in Table 5.3, where we recall that the associated local
privacy guarantee is ex = 2 X Aq x X (m = 20), where the multiplication by m = 20 derives
from our use of multiple posterior draws to generate multiple synthetic databases.

The accompanying Table 5.3 demonstrates a nearly 80% reduction in the level for the
local DP guarantee of the a—weighted pseudo posterior mechanism over the range of con-
figurations.
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Figure 7: Violin plots of the 90th quantile estimation of: 1) the confidential CE sample;
2) the unweighted, non-private synthesizer; and overlapping violin plots of the
90th quantile estimation of the synthesizer under the aa—weighted pseudo poste-
rior mechanism compared to the synthesizer under the EM with equivalent Aq x
values, for the following (¢, g) configurations: 3) (¢,g) = (0.7,0.0); 4) (¢,g) =
(0.6,0.0); 5) (¢,g9) = (0.6,—0.1); 6) (¢,g9) = (0.5,0.0); 7) (¢,g9) = (0.5,—0.1); 8)
(c,g) = (0.5,—0.3).

Figure 7 plots the distribution of the 90—th quantile for the generated synthetic data
under each of the Unweighted (“UW”), Exponential (“EM”) and ae—weighted pseudo poste-
rior (“DP”) mechanisms at a sequence of (scaling, shifting), (¢, g), combinations. The local
sensitivity /Lipschitz, Aq x, is lower as one traverses left-to-right, indicating a stronger local
privacy guarantee on the right-hand side. This sequence of plots demonstrates a much flatter
or reduced deterioration of the 90—th quantile distribution for the DPweighted mechanism,
the aa—weighted pseudo posterior mechanism, as compared to the EMweighted mechanism.
The superior result for DPweighted is not surprising due to the greater flexibility of DP-
weighted to concentrate downweighting to high-risk records versus the application of a scalar
weight based on the highest risk record to all records under EMweighted.

6. Conclusion

This paper adapts the a—weighted pseudo posterior synthesizer and converts any non-
private posterior synthesizer to a formally private mechanism. Our pseudo posterior mech-
anism provides a much higher utility than the EM for equivalent local privacy guarantee,
€x, due to its surgical downweighting of high-risk records (as opposed to the scalar down-
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(c,g9) Aaqx value
(0.7,0.0)  10.10
(0.6, 0.0) 8.16
(0.6, -0.1) 7.30
(0.5, 0.0) 6.09

(0.5, -0.1) 5.71
(0.5, -0.3) 2.25

Table 2: Table of values of the Lipchitz bound Agx, of the synthesizer under the
a—weighted pseudo posterior mechanism, for a series of (c¢,g) configurations.
AUnweighted = T8.7.

weighting imposed by the EM). The construction for the a—weighted pseudo posterior
mechanism utilizes the log-pseudo likelihood to develop the local Lipschitz bound. We pro-
vide an asymptotic result on the contraction of a local Lipschitz to a global bound that
guarantees an (€, m)—probabilistic DP guarantee where 7 contracts onto 0 for n sufficiently
large. We are able to increase the rate of contraction by truncating the weight, ] = 0 if
the weighted log likelihood contribution, a; x fg(x;) > M, where M becomes the targeted
global point of contraction.

Our aa—weighted pseudo posterior mechanism has the feature that it accommodates any
synthesizer model formulated by the statistical agency and offers a simple weighting scheme
that guarantees a pDP result. The simple weighting allows the posterior sampling scheme
devised for the non-private synthesizer to be utilized for synthesis with minor modification
for the a—weighted pseudo posterior mechanism.
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Appendix A. Proofs for Theoretical Results in Sections 2 and 4
A.1 Proof for Theorem 5

We begin by stating an enabling result that connects the global Lipschitz bound, A, to
the KL divergence between the posterior densities (given x versus y) from the inclusion of
a database record.

Theorem 9 Vx € X"y € X" 1 :§(x,y) =1 and a(-) with Ay > 0 satisfying Assumption
1,

sup Dicr (€29 %) || €20 |3))] < 2Aa, (24)
XEXM,yeX"—1:4(x,y)=1

where Dg (P || Q)) = [ynIn %dp,
Proof

Dic [(€( 1) 1€ )] = [ 1m

o(x)
Pp (%) L ax $*(Y) ax
/empg(y)(y)dg <>(eyx)+/1n¢ (0|
a(x)
Po (¥)| e P*(Y) )
< /Glnpgx(y)(y) d¢ (9x)+/@1n¢a(x)(x)d§ 0| x)
¢ (y)
< Aq+|In 5 () (25)

From Assumption 1, pg(x) (x) < exp(Aa)pg(y) (y), V8 € ©, so

$°)(y) = / eV (y)de(9) < exp(Da) / e (x)dE(0) = exp(Ba)d™(x),  (26)
(C] (C]
which gives

sup Dicr, [(€09(- | %) || €29(- | y))] < 2Aa. (27)
xEXM,yeX"—1:4(x,y)=1

A.1.1 ProoF OF THEOREM 5
o (x)

From Assumption 1, zg(y) E;; < exp(Aq). From Theorem 9, we show ¢*W) (y) < exp(Aq )™ (x).

Then, Vx € X™ and for each x, Vy € X" ! : §(x,y = 1),

P (%) aly)

ey = ST WED gty
¢>)(y) ¢ (x)
< exp(280)¢*Y)(B | y). (28)
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A.2 Proof for Lemma 6
el |x) = [ PCeC|x0)d*™0]x)

P(¢ € C|0)de™ (0 | x)

Il
— — —

) 2N %) oy,

= PiceC|o Wdf V(O |y)

< & / P(¢ € C[0)d¥(9 | y)

_ espa(Y)(C cC ‘ y), (29)

A.3 Proof of Theorem 8
Let us the define the following subset of 6 € O,

U, = {a €o: [(1 — o) DY) (6,67) + (1 — ™) D) (9,67 = (D+3t)mg},
which is the restricted set for which we will bound the pseudo posterior distribution,
> (U, | x), from above to achieve the result of Theorem 8. We begin with the statement and
proof of Lemma 10 that extends Lemma 8.1 of Ghosal et al. (2000) to our a—pseudo poste-
rior in order to provide a concentration inequality to probabilistically (in Py, —probability)
bound the denominator of the a—pseudo posterior distribution, {* (U, | x), from below.

A.3.1 ENABLING LEMMA

Lemma 10 (Concentration Inequality) Suppose Assumption 5 holds. Define v, = max;ca, o
and o = min;e 4, ;. For every 1, > 0 and measure I1 on the set By, (0*,&;6y), we have for

every Cf = /2 + C? + C3, and n sufficiently large,

) . . 1+ a2)(Cp)? 1

P Tn,e(0,0%) < am(D+t)nT? ( l 1

o / € €(d0) >€ 057271 X (D +i— 1)2n7’%7 (30)
0eByp

where the above probability is taken with the respect to Py, .
Proof The proof follows that of Savitsky and Toth (2016) by bounding the probability

expression on left-hand size of Equation (30). We construct an a—weighted empirical
distribution that we will need for the proof with,

= > ot ), (31)
i=1

where 0(z;) denotes the Dirac delta function with probability mass 1 at x;. We con-
struct the associated scaled and centered empirical process, G, o = /1 (Pp o — Py,). The
usual equally-weighted empirical distribution, P, = %Z?:NS (z;) and associated, G, =
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Vn (P, — Py,) may be viewed as special cases. We may define the associated expectation
functionals with respect to the a—weighted empirical distribution by Py, g = % Som o aig ().
Using Jensen’s inequality,

oz [ H[“‘”(x»] ¢ (dh)

oeB, =1 be;
> Z / azlog Po; £ (do) (32)
=lyep,
- / (d6)
feBy

We may use the above to now bound the left-hand size of Equation (30)

Py, / e~ 00 (dh) < emom (PN (33a)
0cBy,

< Py { 1Py / log 22-¢ (d0) < —am(D + t)nr> (33b)
0eB,, bo

= Py, S Gpa / log §(d9)< —ay (D + t)nT? —ngolog £(d0) (33¢c)
0By, bo

<P lGa / log P (d0) < —am (D + t)y/ir? — \/r2 (33d)
0eB,, ber

— PG / tog P€ (d6) < ~a,n(D +1 ~ 1)vir? o (33¢)
0By,

where the bound in Equation (33d) uses the prior mass result from Assumption 3. We
proceed to use Chebyshev to bound the resultant probability, as follows:

PHO Gn,a /

0eB,

2
oen. [Epgo (GW log 22 ) } ¢ (df)
<
- 2(D+t—1)2nt} ’

(d@) < —ap(D 4+t —1)y/n72

(34)

where we have applied Fubini to the right side of Equation (34) to move the expectation
through the integral. We now proceed to further bound the expression in brackets on the
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right-hand side of Equation (34) from above. We may decompose the expectation, as follows

2 2
P, log pe) +Ep, (Gmalog p9> (35)

2
Yz
Ep90 <Gn,a log ) < TLEPGO (Pn,a log
Do~ Do~ Do+

Po=

We first bound the second term on the right,

2
Ep, <Gn7a p9> 2 (36a)
<Ep, <f Pr.o > (36b)
<Ep, ( \FZI (36¢)

where we use independence of the X; to establish the fourth equation and Assumption 3 to
achieve the fifth equation.
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We proceed to further simplify the bound in the first term on the right in Equation (35):

2
nEp, (IP’ma log 22 _p, 108 2 > (37a)
Do Do
1 — 2
= nkp, (n > (ai—1)log p9> (37b)
i=1 pe;
1 « Dy, P.j
= — Z EPg (Oli — 1) (Oéj — 1) log — (Xz) log A (Xj) (370)
n ij=1 p@: Do+ 5
1 n
=~ > Ep [(az‘ - 1)210g]%91 (Xl)zl
== Z (37d)
1 , )
o 2 B, [<az — 1) (aj — 1) log 2% (X;) log 2 <Xg>] ‘
e * Po* ;
i#j=1 i
2 g Do, 2
<=9 (1—-m) Z Ep, |log—=(X;) ]
n T Do
i#j=1 g
1 Do, Po.;
+ 1—a)® > |Ep, log ” (X;)log p?]- (X;) (37e)
i#j€An i 7
1 2 ‘ .
+ = (1 - a(”)> S [Ep, log 2% (X;)log 221 (x;)
n oy 0 Do Do~ j
1£JEQn i
1 1 C272
< - {(1 — al)z m’fl} + - (1-— ozl)Q (Cfn — C’l\/ﬁ) 7'3 + nQ;’i;" (37f)
= {0 -y} + (- a)cir+ i, (37g)

for sufficiently large n. The bound in Equation (37f) results from the restriction of € to
B, (6*,m;6p) and also from Assumption 4 that regulates the growth of the number of a;; < 17
and the magnitude of (1 — a™).

We may now bound the expectation on the right-hand size of Equation (34),

2
Epy, (Gn,a log ;ji) < {(1 —)? Tg} (1—o)? %72 + 72 (38a)

<{(Q-2a+a}) 72+ (1 — 20+ 0f) Ci72 + Cinn® + 72} (38b)
< 2+ CF + G+ (L+ C)afry < (14 an)*(CF)r; (38¢)

for n sufficiently large, where we set Cj := /C% + C3 + 2. This concludes the proof. |
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A.3.2 PROOF OF THEOREM &

We begin by constructing the ae—pseudo posterior distribution on the set, U,

Sy, e =g (do)

(U, = . 39
g ( ‘ X) f@ 677‘”70‘(0’9*)5(d9) ( )
We next bound the numerator from above in Py, — probability.
Ep,, / e e 0¢(dp) (40a)
Un

= [ 0.0 ctan) (100)
Un

— /e Z?:l(lfai)Deo,a,ig(d(g) (40¢)
Un

< /e_(l_am)zieAn D907aﬂi_(1_o‘<n>) 2ieqn Dyy1— i f(d@) (40d)
Un

< 67(D+3t)n77%’ (406)

where we use Fubini to switch the order of expectation and integration in Equation (40b).

We achieve the bound in Equation (40d) since Dy, i > 0, Vi € (1,...,n) and Bhattacharya
et al. (2019) shows that Dg;)l, (0,0*) is finite and contracts on the KL divergence. The
final bound uses the definition of U,.

We proceed to use the Markov inequality and the definition for U, to achieve the nu-
merator bound with respect to P, —probability,

Py, /ern,a(&@*)g(de) > 67(D+2t)n7—72b (41a)
Un
_ 2 N
< € (D30T —_ eftn‘rfl < (1 + OZZQ)(CI)Q
= e~ (D+2t)n3 ~ a2, (D—-1+1t)n72

(41Db)

We, next, turn to bounding the denominator of Equation (39), from below. Since,

/ e e ®0¢(dh) > / e e 00e (dh),
0cO 0By,
we may use the result of Lemma 10 in,

(1 +af)(6y)?
a2, (D —1+t)2n7?

Py (42)

0

/ e_r"’“(e’e*)f(dQ) > e—am(D-‘rt)TlT?L > 1
0cO
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Finally, combining the results of Equations (39), (41) and (42): With probability at
least 1 — [2/(D +t — 1)*n72 x (14 a}(CT)?) /a2 ],
g ({(1 — ) DY) (6,6%) + (1 - ™) D§"? (9, 9*)} > (D+ 3t)mg\x) <
ef(D+2t)n‘r,% eam(Dth)n‘rr%

2
<e tnty

Appendix B. Unweighted, Non-private Synthesizer

Our description of the unweighted, non-private synthesizer follows closely of that in Hu et al.
(2021). To simulate partially synthetic data for the CE sample, where only the sensitive,
continuous family income variable is synthesized, we propose using a flexible, parametric
finite mixture synthesizer.

Equation (43) and Equation (44) present the first two levels of the hierarchical para-
metric finite mixture synthesizer: y; is the logarithm of the family income for CU i, and
x; is the R x 1 predictor vector for CU 4. The finite mixture utilizes a hyperparameter
for the maximum number of mixture components (i.e., clusters), K, that is to set to be
over-determined to permit the flexible clustering of CUs. A subset of CUs that are assigned
to cluster, k, employ the same generating parameters for y, (55, 0;), that we term a “loca-
tion”. Locations, (8% 6*), and the n x 1 vector of cluster indicators, z; € (1,---, K), are
all sampled for each CU, i € (1,...,n).

vi | X4, 2i, B, 0" ~ Normal(y; | X;ﬁzi,azi), (43)

zi | m ~ Multinomial(1; 7, -+, 7x), (44)

where the K x R matrix of regression locations, B* = (87, ... ,B}‘()/, denote cluster-indexed
regression coefficients for R predictors. The (my,...,7x) are, in turn, assigned a sparsity
inducing Dirichlet distribution with hyperparameters specified as a/K for a € RT. We
next describe our prior specification.

We induce sparsity in the number of clusters with,

(71, ..., 7x) ~ Dirichlet (% o %) : (45)

a ~ Gamma(aq, by)- (46)

We specify multivariate Normal priors for each regression coefficient vector of coefficient

locations, G,
iid : BxE

Bi, ~ MVNRg(0,diag(os) x Qs xdiag(op)), (47)

where the R x R correlation matrix, {13, receives a uniform prior over the space of R x R

correlation matrices, and each component of o3 receives a Student-t prior with 3 degrees

of freedom,

o X ¢(3,0,1). (48)

We proceed to describe how to generate partially synthetic data for the CE sample. To

implement the finite mixture synthesizer, we first generate sample values of (w(l) , 350, a*’(l))
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from the posterior distribution at MCMC iteration [. Second, for CU i, we generate cluster
assignments, zi(l), from its full conditional posterior distribution given in Hu et al. (2021)
using the posterior samples of (Y. Lastly, we generate synthetic family income for CU 4,
y:’(l), from Equation (43) given x;, and samples of zl(l),,@*’(l) and o*®). We perform these
draws for all n CUs, and obtain a partially synthetic database, Z() at MCMC iteration I.
We repeat this process for m times, creating m independent partially synthetic databases

Z=(zW, ... zm),
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